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Blockchain-based Crowdsensing

GAO Sheng” CHEN Xiu-Hua? ZHU Jian-Ming? YUAN Li-Ping” MA Xin-Di® LIN Hui®

(School of Information, Central University of Finance and Economics, Beijing 100081)
3(School of Cyber Engineering, Xidian University,Xi'an 710071)
% (College of Mathematics and Informatics, Fujian Normal University, Fuzhou 350117)
Abstract In crowdsensing, task publishers recruit a set of suitable workers based on a limited task budget to perform
sensing tasks. However, some work relies on a trusted third party to perform worker selection or ignores the problem
of location privacy leakage. To tackle these issues, a Location Privacy-preserving Worker Selection scheme under
limited budget for blockchain-based crowdsensing (LPWS) was proposed. Based on order-preserving encryption and
Merkle tree, workers can mask precise locations in hidden areas to achieve personalized location privacy protection.
With a limited task budget, LPWS models worker selection as a target optimization problem, and then select a set of
suitable workers based on the dynamic programming to increase the possibility of obtaining high-quality sensing data.
In addition, for guaranteeing the data privacy and the fairness of rewards and punishments, LPWS completes
remuneration payment and reputation update based on the results of data quality evaluation, thereby encouraging
workers to provide high-quality sensing data as much as possible. Simulation results indicate that LPWS is feasible
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and effective in worker selection, ensuring safe and fair worker selection and data quality evaluation. Compared with
related work, under the limited task budget, LPWS not only achieves better quality-price ratio, but also provides

location privacy protection and data privacy protection while ensuring the task completion quality.
Key words crowdsensing; blockchain; location privacy; worker selection; quality evaluation
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fiiktabr. 2 5&EME SESMEREE, HS35%
G2 AR S, AH S RSSO, BT
A hxm. Hd, o pANHERNTH
0<a, <1, a+p=1,
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N TINS5 EH RS 555 IR A ae i it
FTHRIALESE S, LPWS KBRS 1A R X 4k

?
xMTreeroo .=XMTree

t root root

BEATRIGY, ARSI N X 350 B AN [ AT 55 S A
. BRI S, BT E RS LR fd A AR
HKval, ¥ fd KA AU=fd ved BE & A R
(2 Ay Aot Fer BN BE B A RE AT R R A
A, =u-val,(u=12..., U) . stk i 55 2k ait i
T AW, A [ B 1) B PR PR AT 5% B Bt I ) P 2
rew, =W +(u-1)-q . 4 W7~ 7 fd=500m .
val =100m . W =10. q=-2 i [ %0850 X 38800 5
G5, DRI X A AT 55 St AR T

rew, = 10
rew, = 8
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4.7 FEEMSRETE

T2 58 ML 55 52 AR L, 7 il i b B
RFARFE dist, 5 BI{E thresh (RN, B35 5% H(E
IR . WIS 5 MR R BN T
BME, Z5FER 7RHES IR, 5215 T
Kt S5 AN R 2 BA (S5 2Kl . LPWS R
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® ® 06
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EHRIAES TR R, LPWS T2 5% {5 2 ML
BIEEUEARSREME, HFEFE—HEA R TS
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VAR AT R PR EAT N WA, S5 12 EH
B R T 54, S 5E nikEd B NG
ERIE S HOPESEMNE . 2, £ LPWS
o AR EAWIE S 5 S R TR A AT AR A
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IR . AN FEERBIGA ERRA . BHRRER. ik
PR UL S B o P A DY A J7 T AT 404, 45 25R
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5.2 MEeTE
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Py ey SE RN ik i PN 5 TR VEAY LPWS PR RE « 77 LS
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AME T2 5 F G BRI S AT, BRI R T s2
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Background

The problem studied in this paper belongs to the worker
selection problem in crowdsensing in the field of privacy and
security. Based on the limited task budget, to ensure the task
completion quality, worker selection is an important issue that
cannot be ignored in crowdsensing. In crowdsensing, workers and
task publishers focus on different requirements. On the one hand,
workers expect to participate in sensing tasks without revealing
location privacy and data privacy, and then obtain fair rewards in
data quality evaluation. On the other hand, task publishers hope to
select a set of appropriate workers under a limited task budget to
obtain high-quality sensing data as much as possible. Hence, the
different requirements of workers and task publishers need to be
considered when designing worker selection schemes.

At present, there are some works that focuses on worker
selection in traditional crowdsensing and blockchain-based
crowdsensing, respectively. For worker selection in traditional
crowdsensing, most work relies on a centralized sensing platform
to perform worker selection. However, since the centralized
sensing platform has absolute control over worker selection, it is
vulnerable to attacks and destruction. For worker selection in
blockchain-based crowdsensing, existing work adopts the
blockchain to construct crowdsensing system models to solve the
security problems caused by centralization. However, they lack

consideration of location privacy leakage or data privacy security
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in quality evaluation.

To tackle the above issues, this paper proposes a Location
Privacy-preserving Worker Selection scheme under limited
budget for blockchain-based crowdsensing system (LPWS).
Firstly, combining order-preserving encryption and Merkle tree to
provide workers with personalized location privacy protection.
Second, under a limited task budget, LPWS takes location
distance and reputation level as worker selection indicators and
then models worker selection as the target optimization problem.
Based on dynamic programming, LPWS can determine a set of
suitable workers to maximize the possibility of obtaining
LPWS uses
disturbance and Pedersen commitment to achieve the privacy and

high-quality sensing data. Finally, random
fairness in quality evaluation, and then based on evaluation
results to perform remuneration payment and reputation update,
thereby encouraging workers to actively provide high-quality data.
Simulation results indicate that compared with related work,
under the guarantee of task completion quality, LPWS not only
realizes the safe and fair worker selection, but also ensures the
privacy and fairness of quality evaluation, thereby increasing the
participation enthusiasm of workers and task publishers.
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