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Abstract The rapid development of Bitcoin technology and the growing scale of Bitcoin transactions have drawn
wide attention at home and abroad. Whereas, Bitcoin is often used by terrorists and criminals attracted to the
anonymity of the currency, such as all deals on Silk Road were made in Bitcoin. Therefore, it is essential to
supervise Bitcoin and track the source transaction when necessary. However, as Bitcoin technology has the
characteristics of de-centralization, traditional financial supervision means cannot provide effective supervision.
Philip Koshy et al. found some special trading patterns for originating node by analyzing the propagation law of
currency transactions in the network layer, but the proportion of special deals is less than 9%. Alex Biryukov et al.
take advantages of the information of neighbor nodes of Bitcoin peer to locate the originating node. This approach
improves fault tolerance and accuracy (experiment shows the accuracy of 11%), but requires constantly sending
information to all nodes, which can cause network congestion. There are also some methods of transaction data
analysis. However, they usually only get the relationship between the addresses, but cannot directly obtain the
corresponding identity information of the address. Therefore, it is necessary to design a new transaction tracking
mechanism for Bitcoin architecture, which can detect with fewer resources and has higher tracking accuracy than
existing mechanisms.

AR 1S B [E X AR R (2016YFB0800301). [E %X [ SR FH# 9 4:(61602039) ALty EHARRl 34 4 (4164098). | T =i 54 5 KHE W R A3
O (YD16E14), CCF-Jd Wi R RFMFE & H i), milg, 55, 198744, LA, THNSS(CCRHER (41307G) , FEHFF BN X Pk H;
RSN W% 4:. E-mail: gaofengbit@foxmail.com. EutFE, J, 199044, f+t, TN, FEMATRXPEEHARSMNA. E-mail:
mhl@certorg.cn. %%, %, 19764F4, L, EmP TN, FEFASINME 24, KYEEHOR SR A, E-mail: wuzhen76@126.com. 7h52(HE
BEE), B, 198844, flt, i, P4 (CCR)2 i (E200038784M) , WA Nz it HFaFA . KPR AR SR, E-mail:
shenmeng@bit.edu.cn. #ZUE, 5, 19764E4, L, #HIR, TEHIRIUSCONHEL Y. MK 5(5H %4, E-mail: lichuangz@bit.edu.cn. ZHi%, 5,
19914E4, WlLWFFiA, FEERF AN X R S N . st E 2 SMEHERFA. E-mail: leeyandong@foxmail.com.



2 DA 1= 2017 4

In this paper, we optimize the existing bitcoin transaction traceability mechanism and propose a new neighbor
node identification scheme based on active sniffing. Our scheme supports lightweight transaction traceability and
has better traceability than existing schemes. In addition, by designing a matching value optimization method
based on multiple detection, the traceability mechanism can gradually improve the traceability results through
continuous monitoring and improve the traceability accuracy. The main contributions of this paper include three
parts: at first, we designs a practical Bitcoin transaction tracking mechanism that can track the transmission of
bitcoin transactions under the public Bitcoin network and associate the anonymous bitcoin transaction with the IP
address of the transaction originating node. Secondly, for the first time, we propose a new method for neighbor
node detection based on active sniffing, which can infer the neighbor nodes of a specific node by sending probe
information. This method can obtain the topology information of any server node with less resources. Finally, we
developed a prototype system for traceability mechanisms and tested the efficiency and accuracy on public
Bitcoin network. The experiment results demonstrate that 69.9% of the backbone nodes in the Bitcoin network are
suitable for the proposed tracing mechanism, with traceability recall rate of 50% and accuracy of 31.25%, which
is superior to the current tracing methods and of great importance in practice. The proposed traceability
mechanism can trace the transactions in Bitcoin networks and identify the transactions created by specific server
nodes which can help to track down criminals who maliciously use bitcoin technology to deter Bitcoin-based
crimes. Moreover, the traceability mechanism of this article is also applicable to altcoin based on Bitcoin code and
other digital currencies based on Blockchain technology, and has a wide range of application scenarios.
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R RS 2 ¥ K GRS BART A2
T RIREETT D, S IER TR, BFIA
AP EHART AP RECH 15, BEA S RN
1. 8389/2520 /& HEARME L T 4370 I Em KAE, B HFR
R ANFE, 8 AR E T AU BRI
1.5+1/2+1/3+1/4+1/5+1/6+1/7+1/8+1/9=8389/2520.
IS R DA RAE, AT RAERIE G EEUE Y (0,1).

R ARK (D tHEMILEE G B THFERL S
AHEFRT SRS R, fELPREAITR, BT
b G AL I o= R N IV = AT o B = o
fH. N 7RSS HEN R 2, wT DU 2 s AL
ALUCEE, 50 8 Ham 4. Jd1dot 202
THEARA S UL RO A

" (G
G t — Z|=;](_l) (2)

op

Hrf Gop AR MILECE. n ARILACK
o, GAGERE | IRIILACE.

THEARAL A DL ACE B P RS 0 -

D ZHERA. R x MREFRI W, Xt
FEASSE S #R 7 A x A ULBCAE.

2) 2R G BATARRS AMIE R AZ 5 1R
A REAE A — AN R A i, R Ar B B A A
Rl AL y 2258 5 5 e A R Al 55 4 15 o B2 1
25, 155y MILEIE.



8 it BNl R

H IR P LA 3 ) (x+y) N TERCAE AR 2
X (2 THEHMERMERAITECE. ALt
{ELRE N SRS I 00 S BAZ B N H AR5 IS R, kb
AT I 2 238 S5 P R i R 1R 22
4.2.6 i EEEE 5

Gopt TH WL T 22 55 F1 H AR T s RER R R . Gopt
B, 0B I AT ) A% R B AR bR 1 A 00 I 2%
AN &, A TR HAR TGRS, N
TIKERS F ik il B AR RUUE RN 5, 3K
AT BB AE RVEHIRRAE, 24 Gopt (MR KT BU{E I
INAIEAE 5 R e AE 5, B E e 22 G HEM i mT g
HE AR BRI 5.

I ) UL 3R I SRR AT, BBk ik R A% R [X
IR RS G LR RS Ty WEAE N BIAE . EBIE
B P 55 B R A B RS AR b4, BRI B
SRS . BRI SR I3 B e, HER
RIS BEBRN IR B, R
ik, Fik, BAREFEFESZAHZEZMEAER, 53
NI R R U T

5 XERA

5.1 XSZHFERES

P 26 J2 52 5 TR ) A o AR AR A A ) 15 RIS
Gy B TREL B R HE A 22 5 A ik A% . BEAR
AR, BT RIAL G B R B AREE, ARJET A
[AZ 5 5 2 MEEEREE, 2500 n AR R S Bk
PREFBIHE T BERE B R N . SRR AN [ A
KA 5 BIIETRET (T T HE 7 52 W28 1R « IR
HMETE 2 B DR 22 B0 520, A5 AT BE H IR B I ()5 A
R AL G IR AT RIE TS OL. A T HER 058 S
P51 NGOG B, AT LR &% [ 2 Fi
R E, HEA SRR, R 2 S AFET
RURIE WAL 5 BIIATRE IOHEF 152 26 A4

UAR T RSS2 1 AU R LU MM 4 fe, 2 ¥F
GRIARJE T A RAC A ER. R R RS S NPl

D) WA Gy e R a5 1 mA R Ae 5 (RI46
KRG, WA RE AW GG AR 2R 2
“00” (MEZFR A U4). i, WHEE 515 BALR)
RARLEABETT i, AR5 RERE 100 Z=AP AT & 1T
L — AN ST s 15 ) B EERE 100 Z=ZF0
A JE T A I AN AT R R . DA RIERT
MR, BEEIFTE AR Sk ek,

2017 4
xR 2 XHHFHEXEH

¥ SHURHE

T b3 R 12 5 BUIA R (KB )

T 3B HART SR M3 5 BUISHRE (B 1) . n ARRAE 5 v
HIREL n 1T

Nm FUAR T R QBRI (1<= N, <=125)

Nim A HBRT AR TR (1<= o <=125)

St FARTT iU RS B 4R T
(0<= Sy <= N, -1)

St FUARTT s RS B AR IR
(0<= Sure <= Ny —1)

Stnt 3B HART 2 R B R IRE T
(0<= S <= Ny -1)

St JE H AR U RS S AERE HIR)T
(0<= Spee <= Niw -1)

t AT R RS G5 B BIRET IR AE 545 JE i 180 18] B oy
. AR CARIER S EIR S A, TEMHER
IERSSIER

t; M RCRIAE 5 (5 BB S ITUG %38 5 i TR TR0 B A
to. AR M AR S E . WGBSR, 1E
(AP RSO

2) HRAZ 57 AR 55 471 mi AT s
Aoy, WSS 4T A — RIAESS, KHE &k
AT R R e FIT A AR &1 . R R 2R 100 =
0 MATJE 9 R B — AN AT R

FERTAERTIE AR S5 4% 9 1, ARMEE IR X IR AL
Gy RAARUG R AL 5y, A rh  EER ] LR,
M FH AT R0 RO R AR 55 A5 9 T 3, AR S5
W REBE T IR AL, RAEIL T S
R RS (20 R ksns, BRI HAE
REERT 314 I A3, AFAE—E R

MRAE LR RN, FATAT I H AR AR H AR
TR CEARARJE TS UL A n Bir 4B JE 15 550D ik
W12 5 BB TREF HOI AT A 5. 250N

T=100* Sy + 4 (3
T1=100% Syt + ti+ t+100* Sqy + )
T,=100* Sy + ty+ 1.(100* Sgpre + ty+ t5)*(n-1)+100*
St + 1 (5)

A () REM BARTT SURIE AL 5 BRI ET
(BT IE]. T B AR S E B R 5 Rk e REr, T
AN TEEAA e, wFa T R ARG HRE T R4
BEALIER I [A] (100* Spe) HTHFR 1T SRS IRE 4]
(1) A% S 6] .

A (4 REMABEAT mURIE AL 5 BR R
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FRIEFA],  ABJE T s A H AR s M PR A 1, R
Lo Rt 1k ek a] LABIABRET . DR b [a]
T1 A4 2 N B BART mRIEAE 5 BIIA AR R
(R A] (100%* Sppe + to+ tp), Horp o ARFARJE sl
BIZZ 5 B TFUf e R A2 B WIS TR) s AR JE T i BIE R E!
T IS [A] (100% Sgg + t).

AR (5) FREMHAD n B4R JE SR IEIR 5
FIABREF IR A], T SR E bR A ) P BE
Hn, MIGREZN n kP A REREREr . BRI
8] T B4E n+1 N BL: B AR SURIEAL 5 BA 40
RIS TE] (100% Spge + i+ t); AFJETT RLFE n
BA-AT8 B 15 A 1] (100™ S + ti+ 1) * (n-1); 4
n B4 T A BABRER T ST E] (100% Sgone + 1)

BT REG n— 40 TR R AR TR EE 3G 0 1 ZELi [A) [A] R
(100* Sy + i+ 1), Bk n HBK, 1ZAZ 5 H %
FITABRE AT S OMEREUN . R, BATEL T A1 Ty
RBIHEAT /. i AT 60 I, PREFY SRR
% e R IR B HAR T e R AL 5, BIAE 5 HE P il

JE P ZE AR R

<T, (6)
100* Sy + t1 < 100* Sjp + tg + t,+100* S + 1 @P)
(St = Smtt - St )< (ta+ t2)/100 (8

A (6) R AL HART R T /AN
AI0FE T s P TE] Ty B, PREFTT s A B IE ARG R
Ly AR (D #WAAR (D) Al (4
JarhE g R, AR (8) R~ MEIE LR,

A (8) Y tp 248 T U BIZE Z A5 B 2T
ROFURTE A2 5y (T [B] [B16%,  tp F-F354E AT A
PREFTT AR, BRI FH R 5 ) BT AR 554810 1
RIERZ Gy, RER R REE R, K5
. A0 8 il 4 AREMNTT SR L 55 B2
PREFUSCEIZE 5y A BRI BsF Ta) (E) B, T (8] 635 B2
13, FRAME R AT R R AL 515 B RIS ERE 1t
[ I AME . 3XFh t I EUE 5 SERR I LA R 2,
E AR SEES M AT AT e KTty BRIt BB
WRZEIE RN . sk, 6 FYEUE
2174 400 Z=AP, tFIJHUEZI N 58 = 4.

BT EIREESE (1,=400, ,=58), A LLEAZ
(8) HAbN:

(Smt - St - Stmt) < 4.5 (9)

B P ARER B AR R RIS 5 5 — A BIIAER
EFHOMER, WHEZE P SEPr 25T Sm ~ Smit ~ Stme
AR R AT (9 FIMEE. S ~ Smit ~ St 7
ARER B AR s R A TREN T S HET . B AR A

B R ARBRAT T A B HE R AR H bR S R AR
BETT RURIHE T . AR LR T T A RN, R
BRSSO AR BT AN R B, H AR AR
A Ny MBI, W Sy FIHUE R 2 : 1<= Sy
<=125, M H. Sy BUEEAEIHER N 1 Np,.

FE AR AT S IIFAEE K, 251t
S S BURFEME I L A (9) KIS, g H s
W RAE G e BARE R P, T P (kS
T H bR A AN [F IR 5 R A R AT IR — A
IR IR Z R, BB H BRAT S SR n ik ik
V38 5 RAIRES , XL R 22 5 56— 3iA
PREF IR BN poy W P EFTLME A7 (10D
THE

P=pg+p1+pot...+pn (0<=n<=Npy-1) (10)

3 HE pn R :

B, 2 Sy BUEN (0,1,2,3,4) I, il Sm
H See BUAE, AT (9) THRESL. I 2 &A1
HIMER po=p1= p2=ps=ps=1/Np.

HR, 2 Sy WA NG, HE4FaHEEN
1 (9E EHFRT A Spre F1 Spe ZBAHE (0,00 B,
ARA RS, W R &M (9 MM E
Ps=(1/Np)*(1-1/ (Ngm*Np)) ™.

2 S UE R 6 1, A S A1 S ¥ /2€0,0)
(1,00 (0,1 B, AXAARAL, Ftip L %4 (9
fIHEZE Pe=(L/Npm)*(1-3/ (Ngm*Npy)) V™D,

PAUEZSHE, 24 S HUE N n i, il 2 46 0E M
K p, FBUE RIS A R N:

1 X
P =(—)*(1——2 YNa D (99
" (Nm) ( me*Nm)
Hrp X=(n%-7n+12)/2, X Sk FE L% A.
Bak (D wAAR (100 wTLIEH

5 n o, 1 i’ —7i+12
= Y (e —— 2 (N D)
N, Z“"5(Nm ( 2*me*Nm) )

(12)

RIE AR @A) T 5, P AU = ZEMAT HALE
TR (N, Ni) K. fEHR Mg,
R T R AR T S AN B A AR, 5 EOR
A WRUSATIRIE K, (HRALE Y AN E S A
FEA#E, HYE Biryukov 5 A[19]FIFF 5T, 80%
PAE BT A AT a1 R AR T 80 . BRIt
FETHENEZR P I AT DB 15 LOARE 4 s 40 19 A
Hoh 80. T AAR R RN O, RIS S A

P=
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2017 4

IR R AT R ) THROR, DR AR AL 48 1 A
#0780, REM S FATHEN ) HERA ZAE 80%MIIH L~
bl SR 45 SR AR 5T

4 Ny=N=80 7 A\ A 3(12), U AT LA H P )
IEfUME: P=0.189. P {H 15 IIFE WM B.

P {HARRENXT 80%I1HT 55, TE-FIIMLEIRA 5
T (=400, 4,=58), ffiH 1 MREFRRME & Jedkik
B EHART B R A 5 FIMERAEE 0.189. fESZFRIA
B, T MR BTSN EEA—FE, &
XA RN RSS2 19 U P A& A AHIA . b THE ) P
BT UMERPIME, TR 2. ok,
P B T DL T A0 J T A CHEI PR A 2
5.2 EFHIRIRFAR

NT SRBR R, AT T — M 3R
PREZA, BT AR 0/ BE5 I H AR5 5 1 48 5 1
. FARRE AR RAR LT

1 #E GRS, AT RSm A

“connect ip : port”, AdRTEET AR R H AR AL
BRI H AR T A5 T4 T M — P A T A

2) AR A0 LRy A2 5 IR AL 5
ID.

3) PR R LR I I 5 EE. R
2R 2 AR IAC S 1D s H h ml 4 4 s A
Lo WL R IR 1.

4) EFXTEE 3 IR SRR AR, BEIT
SRR, JRRIEHE T &5 RN R S
ROFEME. HEP SRR, .

5) B 2-4 09K, /HEBE. S EAT 8 M A
AR R

AR, BRI BART X 1
ANERIETT L, PRI AT SRR 152 2 % el B AR
B R BRI, B X Fs s, ] LA
ST AR 55 2571 05 22 VMRG58 5 AR 1R B A%
MR A0 J5 15 . 2008 49 s e R AE R R 7E 5.3
.

TR AR AL HE -

D)X} LA T R 248 RIS ML/, AN Gy i R B B
S, ATEET AT I R AU B AN LAY s LI
FAEEI A A X, DXOAE T H Al £
BEATLERE 2 AT A E AR R 1T A, AT s HUE )
B HART B AERNARE T AL BT R T i
ARG SRS A S CAE, BRI R X
SN E bR s LR T R G A AR R . I
I AT SAEPAT E BRI, EARTEE A

Hbe TSR Z AL HER, (R RN
THENE LSRR GEA XA, 1% K5
(AT AT LRy T BB R 3 R 28 5 (A%, A
AR MERE R . 45 G L ARy T IR 254 15 R AE IE |58 AT
I xR Q0 51T R R G5 ., BB T4
N 150 %%, AT AEE B R 10 K585
A2 LA R RERMLA ) 7R 2. kAh, AT DR A
IP 175 R AE BB ARE P Huhb i ml 45745 ST
R, P PR R IR

2) THFERIRED . T BRARER I B REAE
TR 5 A%, TR FEE AR 5 i
FEIT A TER, N T TR A% 2 5 A R 2
Pey2 0 S I6A0E, Rk, wTLUE % E B R T4k
PEEARIRMITTEY . 205, BT % 16 s
fikF 0.000003 /MLbAs i (#4018 2017 49 Hy 2 5
TCEAN R, MMELSET 0.06 70).

3) EFEIREAR T DU T USRI E. 22 5 R
FRMHE 2 2 B MRS FE 2 MR R, &
XA R AR ) R A — e E A T AR IR 5
AT L R A ESREREVE, W LUMEEIRSS
AT BRI AT Ty, AN 0 RS 4
TR, BRI
5.3 {BETI =M 34

T8 A 3 B AR R AT DR AT B IR S A
R BVERIE RS Ty SR IG AR 2 5y A 1k R4 Ui 148 1
ARJEAT . LRE ML, AT s AR T A
BT 125 4, HAET b 8 Mk
RLOIX 8 AN H T A R R EORES, SRR
LA K 250 B R T SR BT A 8 AN . B
Uk, FRAN A B Pt 8 M4BT AT H T S .

TR HER TSGR G, SRR RS —
OIS EIME BT s, an A AR B A — A B
A, AR JET AUR I AE 50 1 S BATRET T 55 1A
5 5.1 AT H AR A AR A FE 2R
ek, BRIMAT BAEAL I BRI A G HE I H B R T s
A JETT AR 18.9%. MRIEMAMEE, WLl
H AT 40 IR G HEFF I, BT LAFR E 40 AN K 1T A5
Fo KRG 8 MABJETT . KX 40 MEERIAR R
A AAR (D A (2) ATLAHE H TEEE
OIEAME . H T4 A bR IR S5 35 19 Uk 7500
A, G 32 ANMEERATET A R R IR N, AR
F 32/7500.

TESCEG R, AT DU 3 InRE (1 77 2Nk 22 5
U B, ARG R A 2 BREFEEER, Wk
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1% 20 2L Gy, AT AR 2] 40 AN SEAL AL AL
5.4 H{EERERE

BUE T I 22 5 2 75 1 H AR mdh k. 48
Sy T FC A BT, BACNIRZER SR T H s
R INAE S .

B AE U I S BG3R A . FESRE s, AT
DAE R T30 SUREAL 5, SR MG K AL 5
FEELR & AE 5 ULECAA ) AT, JEH R % A 2RI H
BRAZ G BIE. (HE TR RS 48 11 s 4%
RESAHFE, SLIRMB I RE R GEENS
R, AR S AN [F) T S B S,
PEHLA 75 AN R s v B X P B MR AE SRR
WIEAET, HERT AUEE AT A, AEE
PR H AR s RERL 5. IR ERAT TR F £ B4R
MU H bR 15 s sl = A g 28 5y, BV P mT %1
U RO H AR R RIERE 5y, BT AT mAY
FVEHFRT s0EHE, AIE RURIEMAE 5w H bR
BB IR 4%, MIRE IR MAEE,
A Gy A E b1 S S bR 2 5 KRBT, Rt
AT DA I AL A Al 4 ko R .

196 955 I ML V0 A A0 A R T s WA A R
B OBIMEER T, T S A BEALAE B R AR R e
H2eSEURZ A SR BMEBK, i H
SEAAAE 5y IR 2R BRI, ER IR A8 5 B
. N TIERAENRE, RAVERERE. FH
R F AESE VAL %A
EX 3. HEHHE. MR = SRS h IR 5 &%
| BEAMAE 5 aa .

EX 4. BEIZE. AER =550 IERT S %5
1 9% W28 S B

EMX 5. FIE. F{H = MR * ZRE * 2 | (#EHE
+ FE%).

F AR AERR R A B R A1, BRI 45
B LR AR, PRI BRATH FAEAVE NPT . 7R
1 7 BB e AT, BRATT I8 Jek S8 6 AN ) 1)
THEWER R A RRA FAY, SRR F R
I AELA'E A A P e P A

6 SCIGIGIE

T L 42 51 ML B 95 2 — 542 57
R, LB HO T A S0 4 TR B A
R.OWNRRGP AR 2 MRE AR 1 AT
gL o, PREF AR T NRERT, AR Y

LR TN R AL 515 B vl il E e m
iy, B H ERIEARL S BE T AR
MEAS R R AR AT S E R

PREFT 5. 16 Intel(R) Xeon(R) CPU E5-2682 v4
@ 2.50GHz, 128GB RAM, 500GB HDD. IP {7 & :
. #ERS: Debian 8.6 64 fi.

AT 2 Intel(R) Xeon(R) CPU E5-2682 v4
@ 2.50GHz, 4G RAM, 250GB HDD.IP {7 &:
E. #4E£&£%:: windows server 2012 64 fi7.

TATVHAT =525, WHAT7 S0 2t A
PE. 6.1 /NIRRT AT ) B bR iR R
6.2 /NI LLIR A SCELVE RN R R BE R %65 6.3 /)
R B AR T 10X 28 o AN T 458 ) LS R 5% A T R
AT Gy IR, A S BRER B o ) FH Y
6.1 HEBWIES

ASEES 1) B 2B R A R, Il
SEBRPRE A R S AN R AT E R 2B . ARSI
IR A4 s A B HAR T . SRS O 0l 450
GARJET S BRI R A S ID.

g R e H AR RE 10 IREERE MRS
Sy, FIH LAERET R ORI, M
AR 3 fn. R 3 HIERT 20 %38 5 1k
i Ho 1-10 558 5y R FRATA I B 5 AR 1Y A4
K, 11-20 S5 Gy 7 B EOARR 9 2% rp i) HAt S ik
RN 5(1X 10 5658 5 e BN 2 515 5, H
TR UG R A Ty FARGG KA Gy X ). B — 47500
B HE MR G AR B s R AT VT RCE . H,
“Target” AR B AR R R H AT, “N1-N8”
KK 8 MBJET R KA HWHT, “Goal” &
R AR (1D AKX (2 HHEAIITEE.

T WLEER 3 A, JATTA] UK I — Le R

1 1-10 A5~ B SR, LU
HART S 3 (56 4,78 552 5) I EEHR
WTE LA, A2k GB35 555 ATHT 947
(AEFEE K. TIEE 11-20 S5, HERT AR
HeFr AR AT 9 7. X R H AR s HEF E R
G R IERI Re AT 2 E AR

2) 1-10 5L T RA 3 (32595
o) W REHEF AL T28 1 67, TWifE 11-20 5758
Gyrh, ABE ST A EE AL X R AR
SRR T DU T IX 5340 R 28 5 FIAEIG K AL 5

3) Rhip)a —% “Goal” 3L 5 %F M I UG AL
fB. @i 1-20 558 5 FIVCECAE, AT RATHRE H 4
I 0.108345 1E N IMERT, Be85 125 BT A 1016 &



12 it BN 2017 4E
*x3 XHHFHIE
F5  Target N1 N2 N3 N4 N5 N6 N7 N8 Goal
1 79 3 81 46 26 87 41 5 39 0.206188
2 49 80 1 5 2 12 22 92 46 0.572102
3 8 74 92 MAX 5 2 67 72 42 0.289731
4 1 42 45 3 64 81 2 10 MAX  0.753187
5 2 54 1 68 53 10 58 5 MAX  0.636634
6 71 34 8 81 43 18 78 69 15 0.108345
7 1 52 56 MAX 69 80 MAX 28 63 0.485336
8 1 34 79 MAX 29 MAX 54 23 75 0.496215
9 24 53 19 44 49 MAX 45 1 20 0.375299
10 28 26 1 17 35 40 56 23 87 0.110595
1 51 47 82 96 64 54 33 55 48 0.053098
12 49 65 8 50 38 60 58 43 10 0.11249
13 16 55 93 90 15 91 41 18 MAX  0.087534
14 42 78 89 87 20 44 68 6 62 0.102582
15 70 59 12 8 54 10 58 94 61 0.123012
16 87 47 90 MAX 1 14 88 57 91 0.075688
17 50 MAX 86 82 13 64 22 59 84 0.066291
18 46 MAX 18 45 5 70 72 76 8 0.143203
19 21 MAX 70 22 16 30 36 82 35 0.08878
20 20 48 84 56 51 36 79 49 22 0.075549
X5, BNRIRAECN 0. HEEHRANECH 34~ CGF HTA 2 MRS, A4 20 %528 5 k1%,

12,15,18 ‘S5 ). HBL R 5 R 2 i T 48 4ER
SETHMEER, FBABETREKNZSEREET
Hoe i a. S RERUE R A H e, SepRill
PRI AT LUARSE 5.1 AN A- AR BHEERO AR E A
TE BRI

N T HERRAFE T s HE AL, FRATT3E4T 50 RSk
5, R T WIS R HAR T AR INAL G 5
— A RNEREF R 8 ANALE T A R INAL 5 5
— AN EATREF MR . R E 4 R,

x4 TDRHFERRRE

5 o ERIREP=NEY.3 EHRER
w14 10%2 3 W 5K
Hod 10%2 4| 2 K
34 10%2 3 3K
4 4 10%2 3 3K
54 10%2 2 5K
M= 15% 18%

ARSI T 5 M, AN IE 10852 5,

B 20 ME AT A, R anhds 7B HFR A
FEE R T s R A G T RIS R .
W, BRI E KR L N 15%, %Y 5.1
ANTEBRSHE SRS 18.9% 451, fRLENIZEFE 2
T IEIR . 5 AR B AR s R
MEZR 2904 18%,  MEARAE AT LA T HEWI 41 FE 5w

AN, FRATTHS2I0 I & 0 E AR AAAL A
HEERT 8 ALAIHT 100 A7 (ANEHEES 1 47) AIRERAE
HON, 435 3/160 AT 6/2000. X FE 2 THRE
BT SRR £ (7000 A4, AR SRS
Sy B TR TR B AR /N . IR PG AE T S UG BE R I A 2 %5 h&
H br 17 AR R s R B L.
6.2 WHF/EREITEL 2T

ARSI H 2K 2 I 1 LRy m R R
AFRA T J7 AT s, MR BR A K

SEISHEE 1 M7 % (FirstReach) J2H
Kaminsky "4 Hi . Fi 52 2 /& 58 5 B e BIA TRE 1)

1 Kaminsky D. Black Ops of TCP/IP 2011.
https://dankaminsky.com/2011/08/05/bo2k11/
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T ROAIR R R, B  BART R 25 1
By, AN 558 5 & H AR TS fih K.

% 2 FhJr % (Neighbor) & H Biryukov % A[19]
Feth. HE KR AR T LETT 8 A=
R 2 AN, MRACK RS 5 i B AR s k. ik
J7 EAEHEDN AR J& 7 pU i 75 B AR AR ) T A T SR IR
55, AT BRIE s 2 4 2E .

% 3 iy & (Combine) R FH A SCHC T (1 1AL
i, R 2 M REHEE M BEE T EAITERE. R
AR AU AT 18 t B AR AU RIS 5.

N TR LA T R (T, ARSI AN
T RAEMBHET K, B 3 T RERINZ S
FERRERARAH IR, 10 L AE 05 v AR R A 19 25 A0 1T A
SR IR A S NI 3 Rl S R HE R = 3R
W B R RS RIE 10 B S, HARERE
FEFPIRE 12,378 252 5) . WIRFE P SR 2EAS Gy R K
LRERAT. 3 FhO7 R & B HE &M, N A
FERRER AR AT 204, HED B H AR Y sG55
G RIS R 5 B, R “CIERSE R
ARV HEN 25 R EF AR, “Hhs R
AR HED 25 5 ) BB VR R A R L )
SE R IERIEE 5 5 B SRR I L.

x5 TREG R EREISLE

TR NRTEEEN LTSRS HEHf 2 FEEES
FirstReach 4 107 3.7% 40%
Neighbor 3 33 9.1% 30%
Combine 6 17 35.3% 60%

U 5 fin, FirstReach J5 i 7 107 M
MR, Hh HF AN 52 B, ZMTER
WIE i BIATREH 0SS ) IR R 5y, AE SR PRI
RS 5 2 B TR RIS, AEFR ML, AR
# S

Neighbor 77 & BSA RHH T 3 K IEWIZC &, (H
R ER D, ERREREERS. X
W7 22K 9 AN RUHEAT At B (1) SR B8 e B K
ZHRELS) .

Combine 77 5K H Z4REH 4440y, A HRALILAD
BB WX 48 2SR A SR T4, UB{E R E N 0. 375
I, IXEIH EIZE 60%. HERIE 35.3%MIIIEIEE,
o] ZRI AR 2R A0 2 = T A 1) FirstReach F
Neighbor J7%.

6.3 HFRERCE 2
S 3 FFARET 5 w25 b (g AT 42

PR 25 2% T s AT BRI, DU BRI A A et SR AT AR
25 #5719 R I FH Y LR R A

97 WAL B A VE ], FRATTR RS
FE AT ECAE B TS TR, Seit TS5 K
H AT DL PR AT AR 1 1 LU AR 55 #5715 A
B, KT N 5368. &A1k E Bitnodes” K
i A FAGR UE (R IR 55 28 17 AR B, RS 4%
W SRR N 7675. DR, AT LA A
EHTEEZIAN 69.9%. XARKREMNIF R MIREFERT
REME S 24 T LAy M 48 69.9% ) F R 428 IR 55 # 15
ST RAE ZripTIR.

23 b, ASRERT DU T SUELEE 325 KA IPV6
PFHT s, SR TOR WM+ s, BL
IHRFER I BT U5 0] 1P EAT 1 BT A BTN R
s AT RUE IS i R BRI A S T R s A
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Background

The rapid development of Bitcoin technology and the
growing scale of Bitcoin transactions have drawn wide
attention at home and abroad. Whereas, Bitcoin is often used by
terrorists and criminals attracted to the anonymity of the
currency, such as all deals on Silk Road were made in Bitcoin.
Therefore, it is essential to supervise Bitcoin and track the
source transaction when necessary. However, as Bitcoin
technology has the characteristics of de-centralization,
traditional financial supervision means cannot provide effective
supervision. Philip Koshy et al. [3] found some special trading
patterns for originating node by analyzing the propagation law
of currency transactions in the network layer, but the proportion
of special deals is less than 9%. Alex Biryukov et al. [4] take
advantages of the information of neighbor nodes of Bitcoin
peer to locate the originating node. This approach improves
fault tolerance and accuracy (experiment shows the accuracy of
11%), but requires constantly sending information to all nodes,
which can cause network congestion. There are also some
methods of transaction data analysis. However, they usually
only get the relationship between the addresses, but cannot
directly obtain the corresponding identity information of the
address.

In this paper, we propose a transaction tracking mechanism

in the Bitcoin network layer to track the propagation path of an
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anonymous transaction, thereby associating the transaction with
the IP address of the originating node. By designing an active
sniffing algorithm, our traceability mechanism supports
lightweight monitoring and has a better practicality than
traditional tracing mechanisms. We further design a mechanism
which optimize the accuracy of network layer tracking by using
address clustering information. We developed a prototype
system for traceability mechanisms and tested the efficiency
and accuracy on public Bitcoin network. The experiment
results demonstrate that 69.9% of the backbone nodes in the
Bitcoin network are suitable for the proposed tracing
mechanism, with traceability recall rate of 50% and accuracy of
31.25%, which is superior to the current tracing methods and of
great importance in practice.
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