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Abstract With the rapid development of cloud computing technology and Internet of things technology,
user-sensitive data shows explosive growth. In order to ensure the security of user privacy data in the network,
the state has successively issued a series of laws and regulations with the "Cryptography Law" as the core, which
defines the standard requirements of cryptography application. Whether it is the service side represented by
cloud computing or the terminal side represented by the Internet of things, complex public-key cryptography
computing power is facing great challenges. Public key cryptography algorithm is one of the core algorithms of
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cryptography, which is widely used in digital signature, key exchange, public key encryption and other
cryptographic primitives. In 1987, ECC (Elliptic Curve Cryptography) algorithm based on elliptic curve discrete
logarithm problem first came into the view of researchers. Compared with the traditional RSA algorithm, the
elliptic curve algorithm has a shorter key length and has important advantages in computing speed, resource
storage, data bandwidth, etc. It can be used to realize key exchange, digital signature, public-key encryption, and
other cryptographic primitives. It is one of the most widely used public-key cryptography technologies. How to
implement elliptic curve public key cryptosystem with high computational complexity safely and efficiently has
always been a challenging topic for cryptographers. With the growing demand for application cryptography, the
research on the implementation of high-performance elliptic curve public key cryptography algorithms presents a
new development trend, but also brings about corresponding problems. In the cloud computing scenario, the
server hardware itself has the characteristics of high performance computing capacity, large memory, etc. In the
scenario of the Internet of Things, due to the massive deployment of terminal equipment, the hardware cost is
limited, and the ROM space resources of a large number of low-end processor devices are seriously insufficient.
However, a large number of application scenarios (such as intelligent transportation, intelligent medical
treatment, etc.) have strict requirements on the delay of cryptographic algorithms. On the server side, the main
requirements of cloud computing oriented elliptic curve cryptography algorithm computing technology are: high
throughput, low latency, and high security; On the terminal side, the requirements of the elliptic curve
cryptography algorithm for the Internet of Things are: lightweight, high-performance, and high security. Due to
the differences between hardware platforms and requirements, they must be studied separately to ensure that both
sides of the end cloud can meet the current development trend of the Internet of Everything. This article briefly
analyzes two different application scenarios on the server side and the terminal side and clarifies the huge
differences in software and hardware and cryptographic algorithm requirements on both sides of the terminal and
cloud. Furthermore, the standards of various elliptic curve cryptography algorithms and the parameters of the
hardware development platform are summarized. Based on the above content, this paper summarizes the efficient
software implementation technology of elliptic curve cryptography, mainly introduces the research status of
domestic elliptic curve cryptography, and looks forward to the future development trend of elliptic curve
cryptography algorithm implementation.

Key words elliptic curve cryptography; Internet of Things; cloud computing; public key cryptography;
cryptographic engineering;
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2, WZE A2 2R .

WA AR AEEMANEE TR —, BT
MMEgiEs (CETE TR, —REK
REF248 . S (HARAL T AR AR BOR B ER B . R AP
GHTPFEMREZ, BMFEZRSHSR, X
NEMLEVEAE ST G L B T — 2 sk
i o
AR GPU & H

1B 5 72 30 FLIC I S4B ) sl R, RN
0 GPU tHIZ s 71 AN B s RETH R . N
X GPU #EGIAFHA R TEBGER, T~
W&, Rz — 2B R AN T R
O F o BRI N TR RE N 755K, NVIDIA
PEAL T AN AP BERRCAS (P BRE A2 7= 5, W1 Nano. TX2
o R 5 g T HYETERM AR GPU K
T 1 52 A

= 5 HAT GPU IR 245

X2 % Pascal 256 1.3(FP16)
Nano!*! & Maxwell 128 0.5(FP16)
XavierNX“ 75 Volta 384 21(INT8)
xggr([“” XHr Volta 512 32(INT8)

iR N3\ GPU [AIFE SR CUDA Zwfe, ] LRI
SIMT [fAT AR AT 9%, S50 GPU 1 E %
AR SR D AKX GPU & BAEDIELE
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AR, [0y Pascal 224411 TX2, HEHA~ SM #iH
)25 7 2 i 2 S 2 GPU GTX 1080 fJ—2; 2)
AT GPU 1EAZ OV bz ize /b T34 3 1) 52 1T )
GPU; 3) kAR GPU 5 CPU J:HI[FA—Hp 47,
HR M GPU 5 CPU WAEEYHE 2R B 1.

AR GPU EHAG—HCNERRRA, )
FEMJLIB LR, HXBIHETEHE &8RN
BEARTHEBE A7 0, 2T B R 419 Jetson TX2
(Tegra X2, TX2) FAHFHEMRET 1.3
GFLOPS, fEMLZEALIE Hlas N R EeEN SR R
s & ZRNH. MET GPU &, i
AR GPU TEIWFELL A TH BA E XM, FEilid
BAE IR B & B TN S R A T A

3 MEEARSEMIEY ECC SEIHIAR

EARTH, RN FENAERERITE S
b, BRI 2 S (R SR, N T TR,
WAV TS R R [ b %05 5 E =
(5] 2% 65
3.1 EPrRERZEBEESIEA

[ BRI A AR R, E R 5k a
#5 NIST-P %%, Brainpool HiZk2%, =2k a (it
SO, — e A S R A M 2R 2 B A, A
Curve25519.Ed448 &5 . 4, KEM TN 51K GPU.
Intel AbFARAE NI &, WAFEZTH F 58 B A
[ 7 288 5% B B9 1) S

mtERE CPU “FEME) 2, —MR%N T
MREEEKLZITFE. 2010 4, WA KN
TR A [ il 26 1A BRI, sUER DL Kby 2 7fe
5, fEET x86 ZEKI) Intel LA K AMD 5 fi b 58 %
ST AR it R R A R A, FE AR EL A B Y
HRAESE RARTE T 31%. [FINBEE — LT 2N
e, JFRER U FIH AVX2 & SIMD 4745
L8, MR GE B AT s s (3 dh 4k 5% . (A5
—REME, AVX2 RS —FE AR 4, HILL
Wiz FHAE Intel, AMD & EtEfE CPU _FoRIHAT If4T
I T B B B By P 0 SU B 28 4 (It of
FERIMETES (AVX2, NEON £5) fni# 5%,
RIX I A BRAS I F 3 2 — A28 6 1H R R T,
SEHUHTHIPERETEA . 2015 4F, LA B K 22 A
B2 fh, 7 AR A A0 SE B, BT 4 A 64 gk T
FENMRIE 2 KRR, RHRIE it 2 A PR A AT AT
ik, SEEWiFEREAR (FOXKANA T, 58t

NIST P256 i 1523, 75 41 3 A Intel Haswell
CPU w1, sZHIPERESZ OpenSSL 0 5HEERY 2.33
o 2015 4F, FLPHIR B g k2 Sok e s Bl 7
Curve25519 H4; Montgomery Ladder Fr&afeik, Ji
JERF AVX2 256 LERFK 1A & SIMD $54-.
41 7] 5 36 7% [aobs, a0bo, a0br,a0bo] I THEL Y, 268 H
BCAST 54 ao 3HFT F| 256 LL45K B 1) 27 1728 Ro»
7] £ [bs, by, by, bl CRAEAE Ry 1, S8 J5 I ik Im) &4
4 MUL(R, R)BI AT SE AT 5. 2019 4F, 1% HIPATE
SR AR R i S, IR IR AT T R
— AR (nxm), F A PRI S IR AT HUE
n, AN E R R PAT ARG E AR ES m
(m-way), ZrAlJEIFX 2-way 5 4-way SZIL
Curve25519 5 Curve448 15z, AHELJEA ) TAE
PERESE RIS 10%, TEZAVERETTH, FIFH LR
1E (Ei#E S R eidelE) Bt 7 Montgomery 3k
H1ff) CSWAP 5 CSMOV it if-else 4 SC#E, %
KT BB R R 2, SR JE IR R T
TR AVX-512 AT AR A [ if 28 2 1
T
GPU 5 2 138l T AR TSR THE G, AH
tt T CPU, GPU MBI RE /115 B RIRZSE T,
P22 50 A FH NVIDIA A 7 3 4E ) CUDA 4 72
HAR, Arsssf GPU mtEReTHE AR /1B FH 2
[ i 26 I Ak . 2012 4, 40 BRI ARHEE TR
P BAZE SCHR M F RNS IR B A S, 75 GPU F A
b, SERUERXNT ECC [MREEHIRILETIL. RNS R4t
W A T Ia H 2 AR BT DL R e A=A A,
JIETE GPU P& IFATSEI, (HARTE KBS
#nE RNS FoRZ A TEFRER KEMISH,
DR A2 SCHR A7 AE — SE O REBR AR o R R 2222
JEF4> 15 Daniel J. Bernstein 1B\ & & skl %7,
T GPU ¥ &, i H HANZEFE 5 B Montgomery 1512
vk, Montgomery Fevk & —Fh) iz M T GPU [
gt le, ECC s b i TR, ESE
IR Z VG Y, — s AN 28 52 BiUsE Tfe v
B, KRR 0 5 A7 GPU S |, IR
i 2R Mg AR R AU POR L IR VAT . B EARER
PRI, 2017 4, PRHBEE TT HIBVCE TIFS
Pl ERF =, ET NVIDIAGTX 780Ti 74 5L
FP 92 J7IR NIST P-256 W25 454F, HIRZE MR
HIZF KT PTXISA L gwta 49mS, KA T &k
HEATRETE S (MUL.LOW/HIGH) () A8 58 Bk
BHIEH, FIFH GPU =N AFIRE Sk [ 2 s ofe
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ERTOTER, BT EERE, RE/E CPU F
& 58 oA [ 2R AR AR e ) KRR W2 L, A
5y RAE GPU-CPU B AT B, illil-F & P he,
ZHABNEHE T M Z-F 6, BN T KA AR
TEOLT S A I 2 2 A S 1 A

BT VARG 7 BUAIE iih 48 i 505 T
TR R 5T 5 . 2014 48, = E EFNE e
GPU “F4 LSzl Curve25519 sk, T His
FH OpenGL (Open Graphics Library) /£ 57T & T B,
AR5 3E R 45, T LAERE7E NVIDIA. AMD %%
&, HZMEET NVIDIA [ CUDA JTk, kg
TEAERR R, JLA R 28 i e g 29 N B FP 52
FikiaH . 2018 4, HEKE THHRIAFAH GPU
- 58 A R B R I, R T
BESHENT 20 &, (EVERE LA TR, TEIR
— GPU ¥4 L, ¥ Curve25519 P GE$2 T+ 34555 139
JiUR 5 TGS . 2020 4F, %A AR R R
IR V7 BT SRR ), AR T T AR SE ) 58 AR
INTT B, RURG FEVT RUBR IR T RATAE i 5 LR A7
BRI A B N8, BRI EME A, %
HIBAVEFXT Curve25519 #&H 7 5157 51-bit JFRRTT
R, 4B B R O B AE S R T PRI 29 98
%, #J51E NVIDIA Tesla P100 & F L, *#
Curve25519 & 3fe ik 1P BE S+ 257D 619 J5 Ik
1B, BIIE T B R id K.
3.2 EFsE ihLk ZRD I

EITHEPIRT, RS m s A s LfF
mEtERETHE . REBNASER S . RZ2HSH IR
A 7] %5 A ims S B RE SR, A GPU. Intel 5538 A
FPERETT S AR, XIU0 R BE R 0 ) [ 7= A B
FEAT T2 AT

E = SM2 AHF LSRR [EE R, H A
Nz, AR L BT . 2014 4F,
R FINCIE ASIC S b, ST T EEnk i
SM2 ANEHERS Y, A FRIEE T, 8t 250
51EREXTE, AR H 512 ) 256-bit 3Rk
DL A radix-4 77 S04 SEEA IS 5 5 18 ORI TR 1)
HIHE T, B S MEE S SEEHHATIRE: F
i NAF frmailsi il &, AR S E AR
B, FHRAWRRKEEANIE R EERE, 1%5L
PAE T4 R E i TEREIE S . 2014 4, HER}
KifE THTAB\CAZE GPU & b, SZBl T —Fhii
GPU SM2 SRS B, B e fm/ MUK

ERINER S HE, T InER LS E ML S E
219 O(N?)BEAKE] O(n), 7E GTX Titan b S2H
TR T7 THE B A 2 7 s B P 33 AU
FFD 59 ACIR, PEREIRT T 43%, (HRZ1Z CHRAE
SERCE RIZ MR, FFER 58 B SLI s Rz 5,
IR T PRI TEREE .

2019 ¢, szl kB NEIE Intel Ab7 2%
b, FIHBARAL B 25 41 2§54 5 (madx, adex, adox)
5 K% & Cache L%, WKEZRILE CREHE
. BUgHE. e, frEliES) X SM2 Hik
TSI, Z TR T BENLE R A28, it
—BPTE T SM2 FE AR MERE, AH LT OpenSSL
BRI EA BRI . 2020 4, BREMTSHTR
K2 AIBNBIZE Intel kb3E3E -, FIF SIMD (Hi3g4
ZERIEFAR) AVX2 HATHAR, LT SM2 A%
fih Weierstrass fiZE[#] Co-Z Aktrit s i =0, 44
TSR AR 2 () i 1], AT BEAREARG [ 282
FRIIS ) 2 2R FERRAR, Febr ik ERese A 1
31%. [F4E, RS TR T sjel S0
VA, SEBLT JavaScript A SM2 Bk, % AR
SKH T [E 52 comb (75 5%+ ECC H i L2 AR5k
HATINE, SErtERedE s T — U ks % TAEE
TEACAARDD A [ % SM2 1) 509 25 (1] [ I 2] 50KB BA
T, PRBE TN YA AR ZE .

b3 R 2 % 25 1 BA MK S 35 T R P R B
ERTFERORIE L, HITRZ S EEE (GmSSL)
Pz T TS, %R OpenSSLEOIF g 25 il 45
JE, SCRFLFE A SM2/9 7E A ) 4251 25 Y
FVESEIL . NPRFREVIER M, AR R ERE T
EPTHENIES (CIBEFEE) Hk, HHEBHAEARS
Wik Z I g Z H I H AR . fER 6 1, ASCEIR
T RS ECC BAFRIRRMERR, FFrkinE
(kops/s) Fox (T-RArEIFIETTHEAEFD) .

4 HEEZiRMAY ECC SEIHAR

AT FEEZ - BEPN B % E, JCHR R Z
PREVEE A R, T PO il 28 SR ORI ST IR -
HAE EA A T AR G 1 B A 15
fih 2SR AL SE BB, I 51 3 RN G HR
W7,



10 THHRBLER
%< 6 mEIARSEMIAY ECC SLELHARZE4
S LAE G i 2 2 Y WP & FREVERE (kops/s) T FERT (ms)
Huang et al.[*! SM2 Intel Cascade Lake 7.2 0.14
Shay et al.*? NIST P-256 Intel Haswell 10.7 0.09
Cheng et al.™@ Curve25519 Intel i5-6360U 32
Armando et al.®* Curve25519 Intel i7-7820X 44 0.02
FourQlib®"! FourQ Intel Xeon E5-2699v3 58.97
Cuietal.l™ 224bit Edwards GTX285 115 19.20
Mahe et al.[**! Curve25519 GTX TITAN 524
Zheng et al.[*4 SM2 GTX 780Ti 391
Pan et al./*! NIST P-256 GTX 780Ti 929 25.82
Dong et al.[* Curve25519 GTX TITAN 1394
Edwards25519 7216 151
Gao et al.*! TITAN V
Curve25519 13558 2.84

4.1 EPrERZREESTIHA

ITEEAESR, TEIR AN & R [ B i A %565
R R RCEIM TAEEHA T . ATCF 632 2 ik
ABRE, THE. WAEBIERERZ . fEARE )74
HRAETR, RSA HUEEHKEIR KT ECC Hi%,
IAE BRI Z BRI A P & |, ECC AFAB IR E
Pk 2E LRI IWINE A D

2004 4F, Oracle 52462 Gura 1P\ & % SCikl™,
A B3t T B8 b i E IR S IR A
Ferk AR, TEA BRIE LA 4 A siEl ECC
HykE RSA #Hik, L NIST P-160 [ aE#E T
RSA-1024 % 10 f%. 2008 £EJFJE K TinyECC /&
F5T TinyOS FMA IR Hh 2223505 2, 2 LU FAAE 16 £
MSP430 AT & ESCHF & PIANR] 22 4 G R
LGN35, 35 B S AN 725 4 s A ),
2013 4E, MR RBAR K ZEBIBSTERTY, 7E MSP %
AN b, SR 2k %0 MSP430 T 51X
W 27 MigHE4S, HEBDRERS, ZhE
HAMAARMICHTE S (XOR F#/E) A&
(64x1) -bit 12 WixTeE, WP (64>82)
Jeik s, a LBl T 192-bit K REEERIL LI, %
FVEMERE R OF TAER 2.7 5%, tbah, ZBIBAFE
MSP430 ik NG CPU AN AFEZ B it T —
ANET BRI RS, [RIFE T R H AR

EMARTE, A ECC HiEsemwr s TIE
[ 2 AN 55 - 2015 4, 18 A & /K K% Michael
e NIV e 8 L. 16 LIS 32 LU b 78 58

S Curve25519 FEAI R 5%, A IRIBUZ )
SRIEF] Karatsuba 36y, T H B ARsE ol 7 REEHCF
T, HT =FARIZEE P & (AVR, MSP430,
ARM Cortex-M0) iz H 45, 1% Tk 2
Curve25519 HELEIR AP & BIAEEYE TAE; 2017
1, R gk I\ Cortex-M4 F& 1, il
o 256 LURRR KBRS T R, 1R T IRk
fX Karatsuba FIEFIAR, IR TEAERZAFHA
> WAEI VT e B, AR IRISUZEXT ECC Bkt
TR, T AEASMN LM T ET
MontgomeryLadder ff] Curve25519 &%, i HiF4h
7 Ed25519 Sk FIPERE . 2018 F, Wk AR 2EHIBA
o172 = Fpik AXE & | (AVR, MSP430, ARM
Cortex M4), X it 1 FourQ i[5 il 26 bx &
Feyk AT AL B, MEL Curve25519 %) SZE
TAEUD, VRREA HE— BRI TE: Z BB IR L
MSP430 Z 515 1 (¥ 2 Rl Al fF afe i 25 1 e 80 81, 41
BT 2 PR eyl el (Zigzag) HiE, 2l
T HUME E B S B SR bR R TR L, JRAE
B b 58 Rl A P R, B A P S
Hl. 2020 4, $REE LT B R GPU
I TE A ERSS L R e S I b, SE R TG Hh
4 X25519/448 HHHAZ % 5 EADSA 44 H %,
SRINE R, SEA. SRER R EEREF
PEREARAL SN, fEDNHFEALH 10W IR & B,
Bk PR BB 22 i A 25 2R 0 1K) CPU, SR 45 4 i
A G E R AR TR T &

N7 ST IR AN S, ARM A w2
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T MbedTLS JFUREEEL, Sz H A E Fh 2K (R
2R, B f R R R, X T R YR
(5 % BEE B &G L . #H LLF OpenSSL Sk,
MbedTLS FFIEF L& 14 X VG R BE AN &, B A S RF
BOBTIMG I 2k 25 8S (it EADSA 284 515D
42 EFpEEZ%EL I

CERDYEY 2 Wrate B X &
FFAR M FTF R EARZZ G R R
RLFH”, = ARG 2 E N 55 )2 R0 .
VBRI N, &g i T EaE, mek
JRARZ IR, KR MG AL B 2% 5 % 1) ROM 75 [A] %
WFEEAE . SR, KEN S (s 220
BERLT ) N SR Bk B i A A A R e 2 )
Ko REHSZ SCRRTEDIIIN 37 5 S I A B3 6 57
B, EAHREEMESILN R RS, A
I i) S P B SR B R R I R S
A

2019 4, HAZH K H B 8-bit AVR #;
AT S0 SM2 (B2 5355 NIST P-256 2k,
ZTAERALSEIL 7 R BN, A8 A7 AL
R 1) Karatsuba 7 S0 KB HORE S 7,
% J5 FH Montgomery B 6 H AR SEElbR IR, Xf
FLH szt st L, [® %5k SM2 AL T NIST P-256
A HIF e SR e . 2019 45, fEIHEL
TRZEIT TCAD _E, 78 Tk k2% B BAPI7E 110-nm
1) SMIC “¥-& I, SEHEHSEI SM2/3/4 = Ff[H % 5

%, EHESAMRTHESRE TS, SitE RS 0E
BT S, Biltn, SM2 S s A RS
B REARSEME AL, FEER SR
I3 AR e i R TRNG REE s p 14
AR 1% TSR o A SE B @ i IR AT T Bt
ITIE, HE—bitm 7 Ak m s ke me; HEE®
THE R E T AR R, 7R R =0
{5y, MR EAIRTHEL 10%.

2018 4, rft FLAE A 5 AR 1 — Rt )
% SM9 ARiRE MR T LR, E5
HRERREET s H, ETEEN 12 kYR
WA U, KRB T 12 IRy Je
WIEECR, %07 BB TS Miller
RIS SRy sk g b, B E R ETER
50%. 2019 4F, [E5HF 5t P& e El, %
TAEFeH SMO )22 4 PR3 T4 I3 il 28 0 X0 2k 1 gk
SRR, BT RRMEN TR S AR, EHRE
VR b, PERER SMO %5 fith i vk F [ Ifg 114 25 %2
Pele AT T SMO [E 55 B3 X M xok i)t
G S o 1B S 5 Gl = T~ S S R L
(Projective 44 ¥55 Jacobian 4445 ) MillerLoop sz
DUMERE, J5#E MR E TEREIE T 5%, fE—EfEE
AT SM9 BEEREARYERE. R T BN T
4 ity (R 5] g 2 25 R S I 10358 0 Wt 9 A SR

#* 7 EELIRME) ECC SLEHAZES)

S TAE A ith £ 25 70 S & it PERE (kops/s) THELE I (ms)
Luetal. [ SM2 AVR ATmegal28 0.0006 1562
Wenger et al . NIST P-256 AVR ATmegal28 0.0004 2174
Hinterw&der et al.!*! Curve25519 MSP430X 8MHz 0.001 833
AVR ATmegal28 0.001 909
Michael et al. " Curve25519
MSP430X 16MHz 0.003 370
Gouvé et al.l*™ NIST P-256 MSP430X 8MHz 0.002 667
Hayato et al. 8 Curve25519 Cortex-M4 84MHz 0.09 11
MSP430X 8MHz 0.002 526
Liuetal. [ FourQ Cortex-M4 84MHz 0.2 5.59
AVR ATxmega256A3 0.005 204
Curve448 17.9 0.05
Dong et al. 2 NVIDIA Tegra X2
Curve25519 155.5 0.006
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5 Bl E S SIEARTS

1996 4, 25 [ 1H 4 1L 5 T HF 58 pr 2 7 oA
T [ B AR, A Ol e 2 R TR IR AT 3R
B3 A S HURAS B . 5 2 X6 I 0 R I 3 7 A
AR, BI4rH OA BIOIME B Xt 77 -5 %A R S
AR, W IR SEIL AR R, H DA e A A
PR IRz ac oyl

WAk, B ST R — P e A [5R]  4 %  B
IR IE W T B SR ) B a Bt AR R
fE 2002 4EH1 Chow 5 APPSR, HiZoig, K
7 AT LUR A2 5 19 2148 17 %5 9 0% 8 4% 1 428 11 AL
Hoxf AT OFE AR T 3k ha . S8 00T. 1
WU HSE — RYVERAE, I RENE1S RN I LB 1T
B P P B o X D B I AR T IR (1)
P, T REHEAR (1 B M D S — R AR
BRI
51 BR$MZ4 LI

A RS, SR v B &G E B B i
BRI T BEEEEERE A WL T, SRS AN
fife 25 SIRAE PR RE T & S AR T BRI 5
o 2021 4, Ligsi@ 2PN, b T RT C
ESAHEARE MIRACL () SM2 #AESZEL, 4%
WNAF 5 3)& D bR Iei%:, KA T Flush+Reload
IR, WET SM2 245, 1Zuihst Bk
B, [ 5 K AR 3R 5 MIRACL $ 4t 1 bk = 7fe
ARG, B S RIP R

A T8 [ it 28 2 0 B30V 1 | A S 4
ARWAM I 2015 4, FIGAZIE RS K7
PRI T [ ST 7k Rk, VN T
BRI S SR A, SEBLE AR LA 7T R
o 2018 4F, 12238 K 245 K P A IOV T [
SM2 B3, Wit sEEL T —Fh A SR SE I T, AR
fE48 SM2 U254 ) 3 al @ 38 % 30 IE 280 5
B8 UF ZHF R R B Te BV . A TR 1 5 e 4
TR, BiIEBFEA R R . s, ey
LA AR FRUE SM2 1) 2-3 £, BRIERTEZ1R 2
B, A SEbRIN K. 2020 4E, Al B 4@k
TR, WA B B £ 3 B A P — P
PRI R IE 2 7 N7 RIE, T RIRHE
T — N ERERET G 2024 ik
Yo F AR B TR A S, 5 a8 I VB

W7 2Ok SEILIER I 45 SR . Bhah, TESL TR,
TEE M RV ARG RE S RRBOTE, AR
TERELN, TR T R E R A b
M . 1% ZTig FTEE% SM2/SMO H, DL
SM2/SM9 FAAHIEEAEAESE =5 A0 {5V & B4
.
mPERETHEE & — B AE A RR B RO AL,
TEMRSS 28 fe v, H T2 T Re R 05 18 Mo 7 2k
DUHMEFEAER, TR S5 R 25 488 i P = 2 (19 435 1 2
di 7 O Bk . Blangr st GPU mrikgETHE,
2016 4, [ AR ALK &= SR, R s
EBE ik, fE 30 P2, REER R AL T
GPU V& s8I AR %10 AES-128 S 24 .
HAr, BEARERHIESTEET GPU FELIHIA
MR R, HAE, &80 CPU T &I
FEdrdidr st (ltnscikl®®) 54 A IE M E] GPU
AR, 4T, KT GPU SEILMAEH
PR AR T A T Bk B AR B AN
B0, fESEIE AL AR, mkeETT
HV 6 B Z R AP 2 PSR, X
S vE L P2 A AR GPU A B I . i,
GPU 4L [ —A> warp 73 X ERAERES, i 5k
JERFZE R, AT K, JLHRAE R — &R
AFTER, HtE R — SR, (2 IRE 5%
T B N 5 . GPU 2 2R R0 & I o 77 1E A
224 X, SCERE Montgomery Feis2 B Hr,
8 while. any Z¢#8 & Hi&E ) lazy-carry 7715, H
DL5E B 20 Jakoied 2 Hh 2R R IR 3E A F [l &, {H2 while
PEINT T A F IR EAE, TEIRECAE], M F 25
ZERFANE]; [F]RF CUDA 4 1) any 84, iREIH
BNBANLIERNGEE, &SRR -
HAbfR ARG B, e — M FFE
SEE N RIS, 407k bank conflict f e A,
5y itk 5[] — /MR FE AR HAL R B E S B . bk
e GPU SLBLZ AL SRR I 2 A gy, H2
HEAZE R E,
5.2 KimMR 4K

T ) s, BRSO & IS E B 5745
AR5 R 55 A AR B AL BN o B0 2 I PO 045 38
Wk s #EM A, JCHR A SZ IR
O b, BB B2 2™ R, Bodi# al B
KADIFE. . W5 EBGEE TR
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g% ESE A RS A A e
PR HAd KB
- [ 7 A piafe A [ e ik iR e We A%
Z¥=¢ 2 ‘
B |?§Rﬁ4tlﬁ]%ﬁﬁﬁ| | NAFH 2% || Double-add || Double-add-always | SRR
| TR T % | | Montgomery Ladder | | O R || Comb/&ik: | SN
N UM E i UL e
Jite [ it | [ Projective 545 | D5 AL Projective 47 Ul
| mEas | | Jacobian Mshr | SEEN Jacobian A4z a5t
Feikig A Bz HIEiE
igf [ rmiEs || s | [ Montgomery 2 | Rz
| s ]| Karatsuba | | Barrettzyist || b2y | WRE S

] 3 R 16 i 2k o i B v A

FE R R RS, 72 8-bit AVR A
P b, BT A 4R R L, R AW
Montgomery Ladder £ AR CRiERESTILR) 224 1%
ZHIBA G 55— A TAERNE A IR Z T, B
it 2% KRk M AR AR AT AL, TR
M EZEW A FE b BE A% 1k B [ 52 ZEH (constant-time )
R, HAMEER Y3 Ee /1. 2015 4, $F}
5% M I BAROAZE 8 LAk AVR IR ANCE S L,
E%F Simon B2 H T B O4E 18 Be B 4 (1 =i By
D75, T AR S 4. 2021 4F, RS
TR BNV B B GPU 0%, i) B 0K f v
RUBUE I 4 v Ak 5 RO B e v, i — B AR S
DLk FE A, I B 5 0 2 SCHR A, ARIUE %S
T TH e B [ e, LA B S 3 B B 4 g

1E LRI E A, KEMB M EE R A
R @M. BN, A I 2Rk Y R
R, SR P[] 5 B P [ 5 o 1 E B 7 R i
AT EERR AR 2 E R AR FFE, K
FIHRD 97 =M B A — s i v, N
W HAR I Wi &, FERD T R 2 S B Wi
B, RN L, D R ARG R Rk )
Wit Ko

6 FEMUEAREBE

i 3 iR, ATWHIKES LR, WEAYEE
X ERIRA T R AT R AIREET . SR
JEIH FrEIE R .

FIRBEE : A7 BRI 15 42 1) B i 2 e
B, Hr, ZHREREIRZE (C=ABmodp) ik
S MR ] 1 4 5 IS 2 BRI B R ) R B A, 2
TR LA FEN ARAL BB B R AR SRR SEI
ey, TP IEEAE - ERENERITER
TG, AR AL TR ] DARRAICIRIE TR & 108 . RIS
HORARE, WA R 2 R R L P D
BT E 2RI, X KRR AT KA
iZ%. Bltn: C (512-bit) = A (256-bit) x B (256-bit).
RN IEZ N A R o i e (VB K
(Operand Scanning Method). FEF394% (Product
Scanning Method ) Al Karatsuba #.7%, 1§3% C
(512-bit) AR5, FIFH Lol R L TH EAR R () e 48 25
R, LR PRI L (HE AR 2= 20 .
Montgomery #Jiik 5 Barrett ZJJ2% . 2) Montgomery
i PO 5y — K R (SR AR IR I T LT R, AT
PLKE SRk 5 20 R e B idb AT, WS AR MK ER i
B, AR XN ST K % R SRR 1 T T
Montgomery FeiEIILER i, FEE A5 AR E S



14 THEALER

B /E #3145 5 30 (Coarsely Integrated Operand
Scanning) TR BT

£ CHES 2004 4F 920 i sC TR ey 1 — i
GEREERIEITHE TR, FERES T EEHH
LR A s, gk afeidiAi 4 #s s CHES 2011
4 Wenger [21BA % 2618 SCHOCHR T — Al Ak B A A
FHPAT T v E TR, BRI T WAERR A4
B, JFREMERN R EIR 0, 2016 4, SOk
P T —Fh 2 FIR LK EE RS (Zigzag) 7%
[FI4E, i [E 5% J8 B Talk k27 [ BA & 2% STk DO 42
T 2 %A Karatsuba 3fe 7% 77 22 (2-levelsubtractive
Karatsuba), FZEEFIA 32-bit KEFHRR, itk
LRGBS, 2020 4E, SCERIHRWL T —Fb
51-bit K EE BUUR FE V2 B s AT T &,
F RN O AR 48 4 ( Fused
Multiply-Add), PFERIRIETE SR, NiIEER
K E L IVERE -

TEA BRIBUZ T, ASUs SRR %500 TR AL
(5 P9 2, B 7 R B 3B R 1Y) Euclid 45910
5 Fermat 77N, —HEHIIA B Euclid %
(Binary Extended Euclidean Algorithm, BEEA) ff
RABEAE B8 T 2R B RIEERE, Haeigrt
2, AT AN 2 [ E e R, BA NG
TE W RS, EF%F Euclid 809% 2 4 Sl R RS2 A AT

BVEEAE MR T %, 2019 4F, Bernstein A\
P T e S A Euclid 75 %, T RO
YEREFR N division steps, 1% 77122 B A5 & 5 I 42 1)
P, GBI T Intel & PRSI S ESL
( Curve25519 ¥ #& ¥ 42 % . ntruhrss701 5
sntrup4591761 A% %R (1) % EH AL AR D, 1% T VEAE
LA SRR T B A B . 2021 4, HRE K
2 HHBAE FPGA “F- & L5t Bernstein () Euclid 7%
BEATEEREITAE MY, IS5 Ak R B S Bl, Hop
PERESETT T 90%.

REREM: FEASHERERIZHE: s
S . BRSO ARRR (x, y) TET
Hidfedr, WEPITERMRTIEHE, H—keEk
TE AL B e FEPRAT R R () SRE R AR . Weierstrass
i 28 7 S i i — MR R S L AR AR (X, Y, 2D
KeFKow. Edwards 2k — MR ¥ R I Z 4R AL A bR
(X,Y,Z,T) BT plis S #0E . FL7E 2007 4,
B TBA RO A, & ScikM, x b T g
ARFR, FERSALAR T T L AR BRAE TR 5 1 s BV E
MITERE, Ba R T S LA bR S5 0 B AR ARTR A A
TIN5 v EL AR BR A s (SR BLT R . ARFREL AR
ST — PRI 2 ) e U () (1) $4E , REEAE — B FR R
IR S A BRI R, AR ET AR
e

3= 8 R Fh 2 RS RE 1L XTEE (EE SM2 VS. Curve25519)

[ S arey AR HT &
EEXET B E AT %
GPU Intel CPU AVR 5 F ARM M4 ik A3\ GPU
Curve25519 13,558,000 ops/s®®! | 44,000 ops/s®! | 1.15 ops/st | 93.981 ops/s™® | 155,459 ops/s®
% SM2 391,000kops/s® | 7,200 ops/s’®® | 0.640ps/st®! TR AR HE
P fE X EL* 34.67: 1 444: 1 1.79: 1 ¥ ¥

*PEREXTEL: 7ERIZEHF & b, Curve25519 VS. SM2 [IPERERT LLHUE, SM2 TEREMEA 15 TERESAASM HAThR B R4 (ops/s)
REHE: BRRIRERE T A RATTR, TSI C & gE F ST ST L

WEREER: RS NAR, R
BEA LI K.

AR SR EIRISIE R, RAERMTE T RN
Double-add 77 %, XM77 R H TiHHEER 5AE
Ky SR HAARBAR . WFA N A — R i ko>

P 8 11 g W B o R s K R SR /b SN B A R
HHIPATIREL, 10 Comb J7 & [ 2w 17 R L
Lo g sh a0 M g2 A oA B R TR

Double-add 77 % 5183 & 11 77 SEBAFLE RS Fr BUak ()
K, Montgomery Ladder 775, [& & % 177 R H
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TSR [ G m R, AT DR G s A (5
Y. RAE 2012 4F, 14 RS AC IR A AR R
BE D P b Rk AT B A M, SR TR A
RNEBIE (QQ+P) MR, it TIETIEE)
[CIRES# Nl g/ 3PN

fi] 5 5 bR eV, ERHEIE RN R
AR AR, BT E, PR
— A ER, FFRHZA GRS M
g & se bR E ek, dE—25, T DU R EURE
HIERAOME LR, thn GLV #iZk™, GLS ik
(1, 7T 3k — 45 oy b 5 AR IS B P T B S
2018 4E, Wl RSEF AN S 2wl 7 ook b
R I i 2k Weierstrass J& X 21| Edwards J% 3 (1) % # 5
M 5% TR FZET Shallue-Woestijne 521244
L, EAR/MTEERATR T, K 2
Weierstrass JE 206 # 07 Edwards JE20, AR 25
TR T IS S e T R . R
A il 57 2% it 28 (Twisted Edwards) #1157 & 5 F]
(Montgomery ) i £& i1 BS540 SR 2B AT Il iz &
M3 T AR B IR EE M, B DA — 2
FE B RRARGEE S E], AR TAE RS2 R & B8
SERE(R) 2 A AE PR . 2020 4, PHH T RHT K
2 [ BN o 2% SCR M), F 7 i 1) Edwards /i 28 (i He i
FrEAeVE, BINTIERG SIS H K CDA Hik, If
$2th T 4-NNAF TE bR & k xR, 463117
TR, R 36%LL L.

Jin ) g S O R e A 2 8P T AR
fih £ b eV L INTE . 2019 4, 16 22 I HE R 2 X XUAR
BB\ & R SCmk 2, SR T — R T SR
2O G 7 < R R N o A | B (R
(BronzeRatioAdditionChain, BRAC) 45 & %54k
b, HHEGEE 4 LLBl vk v e S THEE L 30%. 2021
4, ZRBIA KRS, S T (5P+Q) T
ik, AE R EIEE R K N8M+16S, 71 I Ik
filh b, B — ook B SE U IS B E A vk R
(Improved Fibonacci Type Addition Chain), %7 %
AMUAEYERE B B ERPBIE B AL SPA Ll
(IRE T . 2020 4, HHRFBEAE LT H BAE RCE 21
(Eurocrypt2020) %7 ki, 27 —fpi T
SNSRI R R O BE I % 1% R
PEREAH LU FIEIR T 6 £, St NS SE T 5 &
FHELT NAFs J7 R[4 60%, FEAbR R ITRiEMERE S
i 13%, FFEAHENNE E B EETT .

7 REAER

B T B AR AN W R R DL K P R AL R
(ABTBESE, 0T AT REE SR AW vy,
(5] i1 28 25 A S BBt S 0 S R a3
7.1 BRIRBUMEAE

ETHBE SR, SN AHEE
VIV S S S PR R MOk . — 5 TR, RS i
EAC RO (0 S I8 S SR I, E AR
LES T ) IE UaAr & I S S SR L
HIPERE, BIEIREAIERE Cops/s). HELLE R
(ms) %5, 5Uk[RINE AL —w HR 1 f33
v, PRORAHE— BN, 52 LR & AL B
AT i 28 25 R0 SR RO MERE, AT KR B B AL s
AR . 5 H, R (AN R 1 B S B
EREIENR, Bl aes . MEETE, iIHH
B E RN A AR EIL S R EAER, 78 5LBR
Jo7H AT B2 S ERRAS ATl TR R, L TE A BRIV
HREBHET, BRI ARSI B .

7.2 Wi EGE=S(E]

RSB N 5%, BT RIS
BORM G, ARSI 2], 8 L 5E RS AR
9y W EIENAARISZ M, —E S RN
MIThReRit, ZAaNBEENACSETHE; L
MR AE AR 25 T s SRAT R, Bl 25 043 (AN
se3, DL T e mARE AW, 74
BB AT A PE i T R BB R oo W5
(125 B0 SV EAR AR THI I AP AS R IR BE, e 4 2 G 5
IERIASE S, R R R DA e A R
TE WA, B BB SR N
7.3 FEREYE

FEARRE 2N 2 A e md b, S seile &
)22 4 [ R R BB O BIF SO AR . IR R 4 45 3 SR
BZRE, WHEE T NG ST, 523 R ARR
i, XL KB RE AR, RO T s
il AEXFF 2R S N — S L T
S, M SBURA B S . M SOk 2 sk
(RISZBLEE SR, & xE AES 5L — BB 7 S BN 7B
ARG & Bt B T b A 2 5 1D 0 & D i R
A1 1.8 5L 1, HHnEE RIAT 16 52 £,
T2 BH S0 (R B 477 S s 5 S LS AR e, R AR AR
W E . —7TH, BT AT BRI s X 350
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SRR A, P 2 A SRS S SR R A R
R, SHFHEMSZIE HEENE L.
7.4 EME~HR

Bk N A 1 B = Kb AR = B e S =
LS PO D, (R AR E T E PR 32 0%
WA — B 2200, 12 8 Frow, thRH ]
1EEPERE GPU T & I, £ 56F [E F= v 5] fh 28 22 8 SM2
S, SERC T RHRGIE] th 2 A PR 2 R R A AL
SEIL,  FEARIR TR & SR DA S b R e e (1 %%
A GRS, % SRR TR LA X AR [ i £ s i e
SOEAT T, FLrERE S AT soR TAE Curve25519
R MERE A SRS ZER . T 3RS s it
HYERE, BN RSETREE S AR & T 1L
TR, BIanEr G B2k Curve25519 ik, OF
Sk ler 77 78 8l 7E ARM Cortex-MO. ARM
Cortex-M4. AVR 8/16/32-bit £ FlF-& Ltk sz
P, ANWTHUAS BT IR S50 9 o S 0 R JE AR I it 2%
RAIESE SM2 5k, AHEL T EBRIE 0 ) 2R
B, BRSBTS, ORISR
B4I7E AVR 8-bit N Fr b 58 A% 5 1 S
e TR VB ECR I POE R e, DLJ (%Y
) AR e, BT E S R 4%
S ESTIL N IE IR =N

8 /N

A1 h 2 A P S SR T T gl ac e 2
Bt NPIESELR, & ER LT
(TLS. SPEKE %) MJHZHMA . BT HHHE
ARPLR T, — HR R AR I E B . T
i) A [52]  28 FR) 2 PF v 2 e S ILAT 7 52 o Y A 2
FHIFTERI A G B o AL R0 2 I A [F )
LS5, XM 6] o 2 o o Sk v M RE BRI T B
ARBFFUEATHIEE 5 45

ASCE S 4 T M [ 28 5 AR 5 bR e A
PUIR, IR R T i i v 2 AT A [ ot 2k 35 e 5
LIRS . 2 )5 EISEIR 55 -5 28 5 AN R (0 2
FI 56, R 1 S 2 A0S A9 53] i 2 % A A [ F 44
REFOR, RIS T A £ S SL BT 65 1
PEARRFYE o bR T 152 o 2 S R i = P (U AR AN R
(IR PR, A 3073 59 1 Al 55 0005 4% s 0 HE 40
207 WAIE 2 L ENE T AL BUIR, B AURY T
PR ERAE R R & SR, e sk

BB Y TAE A R 7, ASCEAh 7 T
b FHEEREY h 2 5 i 2 A SERL A R R . R
A, AP MMERE. SEARSFERELL T
I i 2 B AU I H I BOR F-BL. Ja JAl191)%
TR 2 TR AR R R e ka S, Ay BN A R U
W B R At — 2 K.

BB 7R, ROMBMBENATEALT A
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Background

With the rapid development of cloud computing
technology and Internet of things technology, people are
moving towards the intelligent world of interconnected things.
The number of applications, including internet finance and
mobile payment, show an explosive growth trend. These
applications have strong requirements for data privacy
protection. This poses a severe challenge to the performance of
cryptographic algorithms, especially public-key cryptographic
algorithms with high computational complexity.

On the one hand, the service side represented by cloud
computing technology needs to face the massive data generated
by hundreds of millions of users. The server needs to complete
the identity authentication and data protection of these users in
a limited time. The huge number of user signatures request is
also a challenging problem for cloud computing. On the other
hand, on the terminal side represented by the Internet of things
technology, the embedded chips or mobile devices of the
Internet of things are limited because of the cost of production,
and their computing resources are often seriously insufficient.
There are certain bottlenecks in CPU frequency, memory
resources and even power supply. Compared with the
traditional RSA algorithm, the elliptic curve algorithm has a
shorter key length and has important advantages in computing
speed, resource storage, data bandwidth, etc. It can be used to
realize key exchange, digital signature, public-key encryption,
and other cryptographic primitives. It is one of the most widely
used public-key cryptography technologies.

By analyzing the two different application scenarios on the
service side and the terminal side, this paper further analyzes
the huge differences between the two sides in terms of
software, hardware, and cryptographic algorithm requirements.
Then we summarize various elliptic curve cryptographic
algorithm standards and hardware development platform

parameters. Based on the above contents, this paper

Things security.
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summarizes the efficient software implementation technology
of elliptic curve cryptography. We also focus on the research of
domestic elliptic curve cryptography and look forward to the
future development trend of the elliptic curve cryptography
algorithm. This paper has certain a guiding significance and
reference value for the implementation of elliptic curve

cryptography engineering



