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Abstract With the gradual maturity of deep generation technology, the facial image generated by facial attribute
editing technologies appear to mix the spurious with the genuine. Once these facial attribute editing technologies
are maliciously used, such as infringing on personal privacy, and maliciously guiding public opinion, etc., they
may trigger some moral, social, and security issues. Regarding the resolution of these malicious facial attribute
editing behaviors, although the current passive defense technology based on forensics has achieved considerable
performance, it can only provide evidence for tampering behavior and cannot prevent its occurrence, which is
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difficult to eliminate the losses caused by malicious tampering behavior. Then, the active defense technology has
emerged. It prevents face from being tampered with by disrupting the output of facial attribute editing. However,
the existing two-stage training active defense framework for facial attribute editing has the issues of insufficient
transferability and perturbation robustness. Therefore, this paper proposes a three-stage adversarial perturbation
active defense framework for facial attribute editing by optimizing the two-stage training architecture and its loss
function and introducing an auxiliary classifier. This paper first modifies the substitute target model in the
two-stage training architecture and designs the attribute editing loss for the training of perturbation generator to
improve the reconstruction performance and attribute constraint ability of the substitute model, thus reducing the
overfitting issue of the substitute model; Secondly, the auxiliary classifier is introduced in the training phase to
classify the source attributes of the encoded features extracted by the substitute model and the corresponding
auxiliary classifier loss is designed for the training of perturbation generator. Then, the original two-stage
alternate training is changed to the three-stage alternate training of substitute target model, auxiliary classifier
and perturbation generator, so that it is expected to promote active defense against tampering model by
countering auxiliary classifier; Finally, an attack layer is introduced in the training of the perturbation generator
to enhance the robustness of the adversarial perturbation against filtering and joint photographic experts group
(JPEG) compression. Experimental results on five facial attribute editing models (StarGAN, AttGAN with
difference attribute vector input, AttGAN with target attribute vector input, STD-GAN, and style-aware model)
show that the proposed framework can better migrate active defense from the white-box substitute model to the
black-box attribute editing model than the existing frameworks, improving 16.17% in terms of peak
signal-to-noise ratio (PSNR) in the case of black-box, and the generated adversarial perturbation has stronger
robustness against JPEG compression and filtering than the baseline, improving 13.91% in terms of PSNR for

JPEG compression, and 17.76% for the Gaussian filtering.
Key words facial attribute editing; active defense; adversarial attack; auxiliary classifier; alternate training
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IF max_dist < D(y, y') THEN
max_dist = D(y, y');
PGpest=PG;;

END

END
RETURN PGpey
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Z BT RRIIBER T AR B MERFAE, 2 D NG TE
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PR AIIT R B8 11[20, 21], B SARY KIFLERRAER
7R~ z Ml z' R RE B AR R bR BRI SRR ROR - B
R BRBON:

Lpg_rec = Exvpgy, [ZimalailogACi(z) +
(1-a)log(1-AGEN)] = llz=2'Ih]  (23)

BRItz AN, fERAUIGE RS, AXSHT
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SR T 243050 SG I AC B8, R T
b=k SG Al AC BEUFHIIL, g grer A
Lpg qc - IBILXFERTE, GRIE T SHTEARIE RS H
AR RE P, FF H— e R L AT DURAEE S 2l
() = BIP R

4 LRSI

4.1 SEIGERNEE
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HARNK G . AR R, BAREN R
=45, 100000 5k FFINZRA ST =B Bl 2533
B fEAEZE, 100000 5K FH T-UIZRATA IR I8 1 4
B, IR 2599 sk T E BBtk RE. 7E
Bl P BB B, SRS A R A HiE BE L
KPR . WALy BBy 178 X178, 4R8N
128x128 LA K H AR HEA AL P

N R HgRBEA . AEIZFNVPAG BB
BT, EET NGB R G- H AR PG Al . A
DAk 2 B0 R0 AR S R IR AREE E AR S BLAE
BNS5 A BELTAG () FE 2, B StarGAN Ja 1tk 4 AR A 7Y
[1FHR H 22 57t J M 1] i A\ 1] AUG AN J 4 s 4B A5
H[16]. wtAh, IEFEIIGIIRA BB R A
ff) AttGAN[2]. STD-GANI[23]. I XA sl
[241%5 F R 3= B 95 A L # A o IRt
T HIEES RO H AR R
YR HE, StarGAN =] # B E S 0.0001, H AR
)R WEN 0.0002, fbE KNG —N 64, HEF
Adam 7E AL 2 - J& Vi GO B an B 4 BT .

SEWIFM IR . A SCR VIR BR RIEAS B Oy
i NS T A S v R, Bl 5 RARE
(Structural Similarity, SSIM)[25]. WA {54 b (Peak
Signal to Noise Ratio, PSNR). 2 >J B4 E {5 B L
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P4 (Learned Perceptual Image Patch Similarity,
LPIPS)[26] LA A% & FH ) VGG AR [271 501 . %
TBithi& NS i &3PG, TRt A5+
SEIIE RPN g o (Vs =T o 1 ol [ sl TR £
SSIM 1 PSNR K #k%F, LPIPS 1 VGG &A1k
NG o T RSB EPERE VAL, B TR i
NI 55 -5 D NI 22 B 5 A 1k Rk vy, A
65 B Dyt N AR o o3 B VPAl WA A B, e AT 12 1]
] SSIM H1 PSNR #/)NEGT , LPIPS Fl1 VGG B4
SO ONT5E
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&R KRR el i

B
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A

‘\
-
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‘-:“q

4 BMEgmEoRe], 5 e BEEE G H AR ARG

B BUG R A, HARFIAEM S N, 17 L3RR

KN StarGAN. L= R B NI AtGAN. LLHAREM N
NI AtGAN. STD-GAN. i3 KUKE A Rl i A

Y E MR NG U AIV, B4 1218 SSIM & XA

Cuypy+C1)(2ayy +C3)
24
(ufuf+C1) (o of+C2) (24)

b, Horbr g A1y IIMES o0 M oy RFFHET S ouy

SSIM(U, V) =

EHMWIT#, C,=0.0001 F1 C,=0.0009 S itk 4 7y £F
RN RIANH EL
EATZ I8 ) PSNR A :
PSNR(U, V)_.101og10(MSEa]V9 (25)
H, M &K1 28, MSE =35 J71R 2, & XN :
MSE = anzl(um - Vm)z (26)

Hr, p Z2RERME.
LPIPS 2 M7 % T CNN 1B 1T
iR, T XWUEWEAﬁ%%TﬁLPQ
VGG R RAER AL 55 38
ARSI % o AHRAN TS 1 W [27]

LIRS, AP AL IiEE PyTorch
KA, =W Bl 2k 2 B B IAE AN S EAE RS £
Pt 24GB GeForce RTX 3090, 3.80GHz i7-10700KF

CPU #1 32GB RAM 1217

EWEBSHRE . A CEEN R TR W

: AEADM(L5) I By Bov Bs~ Ba A Bs il
uﬁom1101 1 A1 10. fRAb#5RH Adam,
AR H PRI 7 5] PR E Ty 0.0002, HiliBh7r 3K as
MRS AE s 7 ) 22 % 0.0001, fihERK/DNEEN
48, ZE M ABENLEI B R . &R Bk Tl
MRS . KT X HEEVEESHORE, SHIEIH
BR—3. Ak, SR, GEHENhiE AN
6 = B85 A BE AT UG AR o B, AR ST SR il ak
ANF R TS {Ee , B 0.01 31 0.05, 8] k% 0.01.
A B %A E S fE GitHub JF U
https://github.com/imagecbj/Three-Stage-adversarial-
perturbation-Initiative-Defense-for-Face-Attribute-Edi

ting.
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SRFCIPLBIAN AT DL o 31X 5 B RN ERME N 0.05 (3
HEDL T, BAME R B R E IR E AL 6.4,
HAE GAN IZHRIVER T, Bithid NI AL
RO — % I ARIIE .
(2) EBhPHEREPEAY

T e SR FVE[A1 UL K Ruiz S5 [5]4# A I AREE
HbriR StartGAN DA ASSCE %A1 Huang 25[10]
BT FH AR B E bR 22 S5 J M O\ AtGAN _E3l
REBNB LGS, Bl G 7EXT E SRR R ST E LI
Hh S8 AR AE 1) = AN AR R B — 0 R B
g, BN HFREME R EH N AtGAN. STD-GAN Ay
AR SRR . ARSI BIAE T & 5k 3 B
HEREIPAL A R 7 PR, [FRy, B8R T
BNRME A 0.05 K AALEE 3. i FRIEERR, -
A R R R R T B FHIER. WE 7 fE
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Bl 7 25 25 8 0 1 VR 2 150 J R E A TG 12 308 5o AN 2
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73 TS5 P 3 NG B s i) 3= AR 715 (4)
SN I 2 RE e 3 5 55 O i N IS 7 18 21 98 i Fi
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o StarGAN Z BRI AtGAN
SSIM  PSNR(dB)  LPIPS  J&4ntiizk SSIM  PSNR(dB)  LPIPS  &nfiizk
B FE[4] 0.8719  31.3081 0.0694 0.3002 0.9605 37.6289  0.0243  0.0854
+SM 0.8465  30.9292 0.0879 0.4269 0.8886 31.7464  0.0655  0.3234
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+SM+A+AC 0.8139  30.0721 0.1090 0.5280 0.8398 29.2750  0.0937 0.4978
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StarGAN Z BRI AtGAN
Jiik SSIM  PSNR(dB) LPIPS A% SSIM  PSNR(dB) LPIPS Atk
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Background

With the maturation of deep generation technology, the
face images generated by the facial attribute editing models
appear to mix the spurious with the genuine. To alleviate the
risk of malicious use of face tempering techniques, researchers
have proposed passive image forensic methods to detect the
authenticity of face images. Although the current passive

forensic detectors based on deep neural network have achieved
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considerable performance, they are too passive to eliminate the
losses already caused by maliciously tempered faces. In order
to avoid losses caused by fake faces, forensic researchers
attempt to actively defend against existing tempering models,
disrupting face tempering through active defense methods.

This paper belongs to the field of digital image forensics
and focuses on solving the problem of passive forensics being
difficult to eliminate the losses caused by facial image

tampering. At present, there is only several studies on active
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defense, and most of these works have used the gradient based
adversarial attack algorithm PGD attack, whose defense
performance is inefficient and unsatisfactory. Although the
generation model based algorithm such as the baseline
framework of this paper has improved the efficiency, but it is
still insufficient in terms of the transferability and robustness of
adversarial perturbation. Therefore, by optimizing the
two-stage training architecture and its loss function and
introducing an auxiliary classifier, this paper improves the
transferability and robustness of the perturbation on the facial
attribute editing model.

Our research group has already worked on the fields of
digital forensics, image watermarking, and color image
processing. These works have been published in some
international journals, such as IEEE TIP, IEEE TSP, IEEE
TCSVT, IEEE TMM, etc.
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