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Abstract In recent years, location based services (LBS) is becoming one of the most important ways for infor-
mation retrieval in our daily life, it has broad application prospects and great value. However, people's locations
or trajectory may be disclosed when they continuously use LBS to retrieve point of interests. This privacy dis-
closure problem not only restricts the development of LBS, but also reduces the quality of service the users ob-
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tained. Recently, trajectory privacy protection has attracted more and more attention, such as cloaking based
technique, perturbation based technique, and so on. However, existing techniquesseldom consider the geo-spatial
and temporal correlation of the locations between several timestamps, which might degrade the location privacy
of users. In this paper, aiming at dealing with the trajectory privacy problem, we explore a popular paradigm for
providing privacy with strong theoretical guarantees, differential privacy, which has recently gained significant
attention for its robustness to known attacks, and define a new privacy model based on differential privacy for
trajectory protection. Specifically, we firstly propose an algorithm (CPL)to calculate the privacy level of each
locationon the map according to geo-spatial correlation. This algorithm transforms the topology of map into an
un-directed weighted graph. Based on the initial sensitive locations and the corresponding pre-defined privacy
levels that provided by users, CPL algorithm iteratively allocates the privacy level of a location to its adjacent
locations by the edge weights, and computes the aggregated privacy levels for all other locations that are not in
the set of initial sensitive locations. Secondly, we present a privacy model, called y-trajectory priva-
cy,thatcombinesthe privacy level and differential privacy budget. Fundamentally, for any location in a trajectory,
this privacy model requires that the multiplication of privacy level that computed from CPL algorithm and diffe-
rential privacy budget of this location should equal to y. In other words, the higher the privacy level is, the lower
the differential privacy budget should be.Therefore, we can use this privacy model as a guideline to determine
the differential privacy budget for every location. Thirdly, we figure out that if we release locations of a trajecto-
ry according to a differentially private location perturbation algorithm independently (which is widely used in
existing work),malicious adversaries may also compromise the location privacy by the temporal correlation be-
tween perturbed locations. Thus, we propose a differentially private location release mechanism (DPLRM)that
considers the temporal correlation to protect the trajectory privacy of users. Specifically, we model the temporal
correlation between user’s true locations by Markov chain transition matrix, and define the DPLRM as an opti-
mization problem by minimizing an objective function based on the total distance between the true locations and
possible released locations. We also give a mathematical deduction to calculate the constraints for this optimiza-
tion problem. Finally, we conduct extensive experiments on two real world datasets, and show that it is computa-
tional efficient for CPL algorithm to compute the privacy levels, and the performance of DPLRM algorithm is
close to an optimal approach and better than an existing mechanism.

Key words  Trajectory privacy; differential privacy; spatial and temporal correlation; location privacy;
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8.ELSE:
9.Q_used = selectQ(Q); P_used = selectP(P);
10.WHILEcond!=TRUE:

11.P_plus = calPosterior (R,p®~,q_vec,h_vec);
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THED BRI %S 2 SO AT HAT B, e 3 i
AAE I 211 B S B R R W R A B (R
{5 R 55 2% s RN B ZI I AT AL B Ale; (0 € [1,t]),
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6.1 SLIRWE

CPL %3541 DPLRM #3512k A Python SZIL,
7£ 3.60GHz CPU. 8.00 RAM [¥] Windows 7 “F-& I
BAT. ASCRHMBIESE R Geolife' fil Gowalla? B
SRS  BE 4 Geolife SRAE T 182 4NH 1M 2007
fE 4 A3 2012 4 8 ATEIL IS S B SLAE, £
PAEIAL A 17621 2652 . Geolife B 45 HH .45 H

1http://research.microsoft.com/en-us/downloads/

2http://snap.stanford.edu/data/loc-gowalla.html.
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Background

Protecting location privacy and trajectory privacy in loca-
tion based services (LBS) has become a hot spot of research.
There are two types of LBS, namely, snapshot and continuous
LBS. For a snapshot LBS, a mobile user only needs to report its
current location to a service provider once to get its desired
information. For continuous LBS, a mobile user has to report
its location in a periodic manner to obtain the desired informa-
tion. Privacy preserving techniques for LBS can be classified
into four categories. (1) Location Obfuscation. The basic idea is
to send a cloak region instead of the real location to the service
provider. (2) Mix Zones. This technique is to change the pseu-
donyms when several users enter a mix-zone, ensuring unlin-
kability between the incoming users and outgoing users. (3)

Suppression. The basic idea is not to report the current location
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if user is in a sensitive area. (4) Perturbation. This technique
sends a false location that is close to the real location to the
service provider. At present, the existing studies mainly focus
on privacy preserving snapshot queries. Differential privacy, a
popular paradigm for providing privacy with strong theoretical
guarantees, has recently gained significant attention in snapshot
LBS. Several differentially private approaches that generates a
false location according to the real location have been pro-
posed, however, these snapshot approaches cannot be directly
applied to the trajectory privacy protection scenario (conti-
nuous LBS), since they seldom consider the geo-spatial and
temporal correlation of the locations between several time-
stamps.

Aiming at solving the trajectory privacy problem, this pa-
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per firstly propose CPL algorithm to calculate the privacy level
of each region in the map according to geo-spatial correlation,
and define a privacy model that integrates privacy level and
differential privacy.In addition, we analyze the effect of re-
leased location on the true locations based on Markov chain,
and present a differentially private location release mechanism
DPLRM, to protect the privacy of true locations and trajectory.
Experimental results on real datasetsdemonstrate the perfor-
mance of proposed mechanism. Although this paper provides a
possible way to protect trajectory privacy using the notion of
differential privacy, there are two improvements that could be
explored to enhance the performance of this approach. Firstly,

the concrete mobility pattern of user, e.g., the way of transpor-
tation on a specific timestamp can be integrated into the calcu-
lation of privacy level, which might improve the accuracy of
privacy level. Secondly, how to reduce the computational cost
for DPLRM is also an important direction.

This work is supported by the National Natural Science
Foundation of China (GrantNo. 61532021,), the National Basic
China(973 Program)
(No0s.2014CB340403), the National High Technology Research
and Development Programof China (863 Program) (No.
2014AA015204).

Research Program of



