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Abstract In recent years, with the rapid development of Internet and the increasing growth of network services
and security needs, the existence of malicious web pages have become a much more serious problem for personal
privacy and property safety. As one of the key technologies to resist network attacks, the detection techniques for
malicious web pages can effectively help people avoid potential security threats and thus ensure the network
security. In this paper, we describe the latest research achievements from theory to practice. It starts from the
introduction of the formal definition of malicious web pages, and followed by concluding the detection
techniques’ application scenarios, basic framework and evaluation principles. Then, it introduces several typical
detection schemes, classifies them into categories, and finally puts them to a horizontal comparison. Based on the
understanding of the research status in malicious web page detection schemes, this paper presents an in-depth
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discussion of the current challenges in which people have to face, including both dynamical changes of the
objective environments and upgrades of the escape techniques. Finally, it looks into the future of this field.
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BUR, e DL A SO0 S IR g AT o
T8 P A A (] 199 D1 i B N 6 R T St 52 S 1 R
BSR40 53] X DT 75 Je T 0% = X 1L Justin Ma %5 A [5]
15 AN 2R DU 4 R3S E 2 A A PSR 4R Bt AT
farill, R X DR A R HE TR 2 AE 94% LA . Dl
Wiy REVEAIR TR, AT PR SR, 2 R
B R BRYEAE TR A R0 FE R DL TR 1 45t
W, FHEZ AR HA ST

AU B o» REEAN R, SCHRF A &=L (Support
Vector Machine, SVM) F| B 25 P4 A5 4 R 45 #4 XU E
/MRS IR S R aZ AR )1, B RIEFRI5r

FRUEF AR ENE . BhAbh, IO R RFIEAE B
SLHMRRE, HF HAESTTEREAR B AR IR R sk
B E R R .. 3T SVM &L, Huang 25 A4
et 7T B AN TR RS, HIAE] T 99%
FIAITERf R . SVM J7 VL [45 47 E 1 32 BEEH 7R T
BRI RREIE IR 2, R m R R R I L 7 Rk
TR HLAh, SVM 51k 8 73 845 AT ZRAE S PR
G341 DL LA S S0 AR LRI, RS
“IEWET MR

B4R 258% (Logistic Regression classifier,
LR A 47 A1E [ 8 21568~ [ ke S 320 S 10 B o R kAT
. LR 35 B e iR O A ibn i S Sl AT
Wk, 2213 —dHAUE Wy, W, . W, o 2038 ) 5T 3]
ISEF, CRIXHBUE S HAFE ) 2R AT, ks A
(1)K H z {H:

Z=Wy+W,*X .. +W, X (11)

FH Xy Xy gy Xy REFEAS K (25 NRFAL, HRFAE

) & 4 m

SR eI sigmod BRI % [35]%F HdkAT 9 —1k, LA
FZ M TS T P T3 . Sangho Lee 58 A
[35] A\ URL [ EE [ ¢ R R, 5] N B E [n) B
BKE. AN URL () H IR 245 BAE NHRHE,
FE LR 73 KA A BN ESEH T —Fh44 7y Warningbird
AR SERY AT 5%E URL 1IN 5248, X AI%E URL #E47iR
W, HUS T 91.90%HIHERZ .

R A 7 R 2R M s, e 2Rk
R, EHTRIBERE. ok, el 2o HE
R, AR S . TRIBE 3 B N
R AAAE I Z2 B LT 43 R 38 A8

F 3RTLL T —HE F IR B LR A AR o R
FE FYE o B 2Ry IS R o o B B AR AT
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i, BRI 0 RN . AR, XA
TR BRI AR GRS AT 24 2], IF BARER

K B A6 2% 52 B A7 K/ PR 1 o

*3 FEHBELSERAILER
SRREIR SRR MR WRRE BUREHE JR R
b2 DU [ fix bt PN TRBCRFAL ) A F B Sr (AEAR AN AL
SCRFIAEAL {(i8 [ = N 73 5 R UINZRER 073 LS S50 B A U
BRI [ = by R i N B A MR 2 T R B0 S A A

N R DR B SR SR, AN
R NAELR AP REVE, B AR — 88317 4
T, BN VR B S H DS RS B U S AR A 1
o W IIAE LR 5y IR B G e B M B B
(Passive Aggressive algorithm, PALel), B {3 & A S
% (Confidence-Weighted algorithm, CWI[47])F1AL &
H i& M IE U 4k 5 3% (Adaptive  Regularization of
Weights algorithm, AROW[48]).

PA 035 R AR AR R I8 5| ASHL T AN
P it A8 2 C A& DRI D Xof 43 AR Y i S HOBUE 1)
W, e AR R S REE, JFRE
AR o3 [t e 5 L o 1 B A BBV CW A
NEANZF S HEAEAEL, nTUHS W ER S
Wiy, ML TEEERIZSE, BEENT

SHEFREES], L SFREMENZIENZ.
Justin. Ma %5 A [6]44E T ML) WHOIS {5 &, DNS
52, IP HERAT B A5 S LA blacklist {5 S A AHFHIE,
43 A PA SRR CW B T A X A T TR A
SRR, CW BVERSEI RO T LF, &nf LIR R
THE R (CER)#EHIITE 1%~2%. UtJ5, Crammer %%
N [48]1%F CW BE BT B4, $2 T AROW 4326 8%
KRR R SR SRR . Anh Le 55 A[16]7E
AROW S 1A b, & 7 TR0 2 f X L
%4t PhishDef. SZIGUER], AROW HE7E M &
10%~30% I 1H L T, B THEE iR FAK IR AT DLORFFAE
10%LLIN .

x4 HBLARFES S

o L WATTE B E TP IRIR
B FREAHN O NSRS BHUTA RS MR B | RIRE RIE Rl
N N v = 1% IS
SmartScreen? #ik: SmartScreen 2 EET IE J VEAS AT SS TR Microsoft $24E IR T HIY URL B8 K 24 81 D1 AT 1 1 Ry

fiE,  HIWT IR T 09 I 4 4t BT R 0 F, TR 7 45 R R

J

| v |ﬁ i b

Google Safe Browsing®

P 2% 24 BCR A

HVE: S Google SR RIFFELEHTH URL #I3K, R¥FAI I EHEE URL B A TIRANSIR B, AR T A

PhishTank® ! | ! ! | Fi {EE "
#&VE: PhishTank $&4t T —AN B IEER AL 24 60 MR &, 5 (8 AT & w0 RIR 302 £ 9 5T
v v | v | h fiK S
PhishNet(*®! vk e T BARMIRRIVEE, B TIRIRE. BO2RIME R URL MER%ERAIR, @il URL 40 AARIARALEE:
TSR SR R BT ()44 E0 0 Lo e 5 T i 31 AR K A B
v | v | fi% [ — M
SpoofGuard®®! #VE: X HTML MR H URL (B3 APMAGR, SRR, TR MILE B E A E S5 BRI, mT e
PR RIS R R R O (RO AT R, MR R, L2 B A
v | v | fi% [ —
Cantinal*!] TE: AR N TR I-10 (] SCRY AT (TF-IDF), #3RIR [l 45 F% Hph geih 5 SR I BT, H T3 2 R A it

THERIERREIEER, FHIba RO EIR, B i,

Automatic detection of phishing

target!42]

v | | ® 1 2

E: RBERERR, REAHTFRAR, CAMUMER R, EURAMESS RN GRTHRHE, #HIRISH % DBSCAN
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X £ BRI Bty H R AT 100 o X SRR AR A il H R AN T Y B A R AR, R R Ly 2

J v | v {6 {6 B
BeyondBlacklist!®! %V Justin Ma 258 ABIEARAE |- HEL T WHOIS {5 8. DNS {5 8 MAAICRHE. 82059k B, 480 7 0k, 32
R LB AR R JH = 243 2 AR AE TR I TR ) R 43 2 R
v v | &€ e
WarningBird!3s! #%¥E: Sangho Lee %5 A\ URL B H € M0 R LR, $2HH T HT LR 202K 1IE siif % & URL I R4, &

B S AN SRR, ARk BE ST

Identifying suspicious URLs®!

J | b v |ﬁ i B

FiE: Justin Ma S8 R AANCRHER EHURHE, X T Z2FTELR K28 (0, PAL CW 55) XM URL FIRGIAL
Ho SRR, FBAHNER G, CW BHEMRURM T Perceptron HI%M PA Sk LL R B 2k 0 2K 5 1%

PhishDefl1€]

v | y N

#ik: Anh Le S AJETPURERIACRIERN AROW 5k, 4R T —Fhimukffie . HEHMP MM TN RS, =
SUERT, TEHUMEJTTH, AROW SEBIRRT CW ik,

v v | o it %

HosTaGel°l
#7FE: HosTaGe /& —Fh TAE T B ahu i & M B AE IS N E RS, ETH TRITEE ML 1B SRt
v v v | fi& fi& e

High interaction honeypot 5%

%VE: Nicomette V 55 ANRAI R H AR SR MRS, EEOTIL SSH RSB ERANRIT N, FRMHAEE R
RIFRGBIRIERAT N, R T 2T AT SR 2 E

#5 BEMRKEHEASE
B LR TR T AR
FHIUEE v J
URL {52 N N
P T 2 v v
WA
BEE R R v J
VEMERAEAL N/A J
AR N/A J
B SmartScreen?, Google Safe Browsing?, PhishTank® SmartScreen?,Google Safe Browsing®
Jia = ) PhishNet[®8], SpoofGuard[*, Cantinal*! N/A
N TETAE Automatic detection of phishing target!*2, BeyondBlacklist(®],
PUOHEA BeyondBlacklist(®, WarningBird!2],
Hlae2zs) WarningBird3!,
Identifying suspicious URLSs!®]
Identifying suspicious URLS!®],PhishDef1]
FHT A N/A HosTaGel*!, High interaction honeypot[®!

4.4 BTRERENITARAGE
7GR MU, AR B R R

PFEE PAT BRSO XK, TR SRR

LA & HERAR B R W AT IR . B3k

JRERI TAR R AT B REROR, KB ML
PEDRTEIH, Uy R e I 0 0T, e 00 7 il ) )
FNBIEAT I (Bl QUERT IR, SR EMEE,
FEOCEEE, FIWHZIN TR RS M . MR
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A RFIAE, BRI TT LA 5 2 T
(A AE B 2 R [49] AN 28 T FL S R G0 I i 28 B3
HHES0]. 8 A AL A g N4, 1
AR
45 RBFEENEGE

4.1-4.4 T EFENE T VYR E M GUR
K, HEECHMTEFBERX AT 0. K
RS R, R 4 MBI, EEALE KT
M FEFR SR 7 TH I LR ik AT a4l e 4
SEPE AT R A LR, TR 5 I AR IAFAE A iR
) 734 A A 4 P St e R £ S0 i X O ek T 2Rk AT
T MRS

5 EHEMIUR A EIREIHEE

B L R R R . P R AN
K, ARG W TR AR T 2 — L858 1 PR o
MR FIX 4, X B8 205k T & W 51
AR A B DU AR () 2. 5.1 A1 5.2 Y
SR T X PSR, i AR g
AT AT A 18 o
51 EMWIMETHSIEAPK
511 M TTREIELK

ELIR IR R R, 1S U GB, TB
Zin) PB, ZB FHEAR . FR R W T AR X
G BN DU A ARTR T — L3 Pk

e, KEFN TSN RGBT . 2
1 FH AL L85 2 ) BLVENE WX T HEA TR AE R 7R i
XL I 5] N AT BE = A i 4 REAE 25 (R], FE i
KRGE CHEBAME”. R, TR
REAE IG5 7 V20 R AE 14T 700 20 0 02 185 ) N B 4 7
W (I i) o) AR A (R AT Ak
H,

FLUR, AR X TR 1) T B Y59 A K (R 7
VRN FHVE Rl . — 28 2 F B X TR 1 (1)
e JE T ENT NI VA [L3]) T EH AR £ BHUR
A3 MT EMLAT S BRI DT T PN 25 DA T A 75 D %
WL X LG 7 VR I HERR A Bl ey, R Al i
[ FI SRV AE IR 2 . BEAE M DU 9 K, X2
TR R IR H 2 W . 4 X sk, A
P B AE A PR i 2% [33] T S HE R I K 2 5
R,

B3I s AR X Tt 3508 28 7 9 RN 28 P v o7
PRI T B Re e T R R . B L

7 B (10 i 36 K o DRSS AN W, I S A
% i IR R B AR 2R ES .
IR 7 52 24 DX 2% 30t HH A 1R 1) 2% 7 D9 T S I
Wl SLAREE, FEEH N D14 A HAb R (i,
EPERE I ELAL B RS AT IR A2 [52]
5.1.2 HEEAE

TR R R T, S8 DX 3 531 () R
B A W D B0 T e 2 A R SR R T
Google M4tk 2 BoR, Google 4 Wi 2% &F
KA A E LA TT, AR LT ANA %2 4
vl EHIGAT L, HR AR A AL Gk
IR TR 501 7 Y R R RS S H T PRI B AR
ERHEEBUZR T, 6 S0 B 4 7 A i K B
fE, AFEFRAEFIR AR A T 5t
W, AN BT IR O, R D
SRR PRI 8 22 H R W T [53] « 7E R B T V2
T, ANF550 BB 4 I R FE N R R A% G 7y 1
(PERE, SFEBITRATIE. FW, Invernizzi 55
N[33178 4 FIFH 8 22 51 B A iy 45 S, MO R 0T
R FHRANABA T P 0T, $8 T+ = 9 T AT 5 L
B, FrEmAARTHRMNRE.
5.1.3 W ufEakigie% ok

WAL R AT BT, AR 40 0% = Y T 3 K
SERCTERCE, EPERERTHE M) DL B R
HATAERE . TR, BEAG AR A Pk 1) % AR 3
LR RN h 37 S i PO el S I Tt 2 L
FERR N TTIIAT I TG 2 o N DL A% R AR R T
SEREZ AR EES . X—HRE T %R
IR TR A A PR B FH Al A B FH 3% 52 [54]« 55— T
THT, 200 _E 56 A Y TR S e AR T B kg
i, Sangho Lee %5 A[34|BIMEE MK R H K
P T —ANESER RS RS, F AR A 2
uli FALRRRI AT BE URL.

TERFAEGEEUZ T, 1% BH7 108 FH 3 5 R B,
AT HZ M MEEHE, 58 7R rEREHE .
TERBIITEZH, 2 oA I N 26 A% 36 1 425 131
Rl RGeS SR T R R .
52 EEMTURREARMAR

Bl G800 = X DL L7 1 9 — ELAERREE . AR
FEEBENA TRENIRAE AR N T 5
XL A BRI, Mook 358 SR F BB BRI + B A
gk, RIERS, APLRGE, MU SHEARF
BORPRBRIN 518 1
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5.2.1 HEIRN+ENAINEEAR

bE5E LI R R, 2 7 o ) e A (4l
WEARIRA, JEAFMRAR ) 2 2R, AN
WAL E RN . R TR R A
TR I ok 2850 2% 0 Dy 2 1 () B OR F T0k 1) BR
PE, BB R A T BRI U + Bk A 1) B8
BEPRI + ZhAhn#” 8 B S PRI v,
X2 B 0 A A RRCAS AR RO BEAT R, SRS
RIE RS INEHOR (5140, DOM API 55)
TG A . oy, R4 Bk 2 B I A
[7], T DA I Bt 4 23 Jhy B Uk RV AR [55] A1 22
A [56], X EAFHER.

5.2.2 URLJE¥FEHA

Tk 3585 0 % 2 M T URL, DL N 25 (Bt
JAD HAT S FORE . I, DASCE. BRI
AR, DAPCRERRAEF S TR AR A . R
HT BT 4 25
(1) 7R E R KEN T .

(2) SR gmts 7. B, RS g

Unicode 4ifi%. escape &4 .

(3) M IP HhEAE 144

(4) fEHBENLE) URL 3.

WAL, SR M DU R A EIRTRIE T A
SR B, B R R I R R

523 AWML

3.1 WA, EMTUSEERTBL BT
W R @ AT W T AT T 8RB . T Gkt
BT ) B REE, Bt HE R ANLR
% (Web Robot Detection) $iAR[12]%F 15 1] & & 173
HATEELHNE « INE R e N TR AT NG,
Wik fpAT i — BTGB, & W Sk
TR I 1 R R T

Horb, FEZRHE 75T LLay AT R
TR T B2t e B2 . Horp B - B R I
BT 7 i AR 2 2 2 ) 77 (B an, SR
FURNISUERD) I P 2 e e ks T Ak
Iy BTt R e B R B A] oy Bk H E A, T
KT, TR =28, IR BRI
. KA user-agent 7 Bx 81, KA TG ik X
robots.txt SCA4-FAT BV,

NGNS Es o NN N T =N D
RS, TR E B R A 7 2% R TR
ST T R P . XTI B R
B AE e AR — i BB Se T R AR 7 AR I (B TR

FHH AR 77 s A E R ZE R PR 4 2, Rt
BRI
524 WM& A

— SO X F AT AR AR T 55 IR A 22 IR 55 ) i
X FE TR SSL HrisURl HTTPS I k%S . —
J3 T SR FH N2 R 25 (1) I 02 B 25 5 HAS F P B AT,
PERBE T RENE; S — 7T, 0 % I T iR
R S AN LT P2, T DA Bl a8 28 A D 5%
AL GE R R G IR . AR g HdE B
7N, 2010 4F %2 2014 48 HTTPS iR 55 14y
RRSGORFEIE K, MAE] 1000 ANk a3 0 )ik
4000 /M3l il o X AL RS AR, RS 7L
G I kA5 S5 AN TR PN 2 PR RS B A 1 S A 9
Bl BIFFCN G2 AR AR 75 B 5 A E 1345 2 A RS
XTI o XFPTIX — 835+ A B fEl B AR I8
teae b, HRERNE T
525 ‘vl EARESR 4k

08 4 0 7 D P 2 o R AR R e . DA
WAk 9, F 5T 360 AR G R R, HA
fEHC M 2011 41335 50 /NN ity R RE
F] 2012 4F R FAERA L 6 /N o W T A v A
WIS, 0 % = P DR 1D R 2550 P 8 BT Tk
%, FEHERD T AEL IR AR PR R

6 ARRE

R B AE D i W R ) A SRR

RTINS, 2 Wbt oAyl S I VR Sl B R e
QG THTI A AALE . REAR, ATt
T ] UEAF RN — B4R .
(1) XA FRRLH TR AR REMIGRB . b
X BIRM KRR, Rl A M AN Bh
T IB WA [60] 1 % A AT S 5 , SR I TR B ML 3
I AW . N R, — T
7B MR R, 51— T TR T
P AR 2 R0 SNV [BE] S HY 173 R B v K
N TR IR EDR, 7 ZE0F TN S 3R 1R 5
BEMITURRFIER SR, JF5IHT R INE & 1R
RITIEIEAT 73 Hr e BRIE, 3R AR R 0 R ]
FIRTRERETTIRIZ

10 HTTPS Phishing URLs.
http://www.linuxidc.com/Linux/2014-10/107558.htm, 2014,10,20.
11 Browser Security and Development Report of China.

http://zt.360.cn/report/#5, 2014,10,20.
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(2) FRAERECBANPPM . H BT TR 0 W T
MIRFIERISEZ 2, MBI R . —Fhel— SRRk n]
REAEIE — SRR M IR A R ECR B2, (H
A G HAREE R T, 1 B U AN R Ry
MEEAT B S PRI, — O, R S
WbsER S 5O, RSB RFAELE
BOAIVEIN A BdATRE L. R, XRAORER
WA LR (R AT BER JE D5 A1 22—

(3) &%t e & BEBARKIIRAIAGN - 5.2 11144
T UM H RS Sk R . @Il X
SERR,  BUdiE w] DL 3 U R T Ah
RFAE, AT AR S8 75 2 B AGE I o X R s e B
REIRFA[GL] R IR T A 73 SR A AR K B R TR
BRI R, MR PRI, XRARACE M T
PO AT RER T 22—

(4) ARRFTTERREE . ASF R T7 %A
(7 FAD 00 X8 T X AT A RS e By
fE GRS AME. Kk, ARRRR %
Z B BAREH EAME, Bl 2R AT RE
7 KA R T AR ) 2 B0 T R R A R i 42
Z—

7 Z5RIE

TR A5 22 4 U A ] R
B X 2% B BOR M B AN BT A R, %17
A B2 BTN T2 RTE . I — ),
AICE A TREMN T EAM S, REnd
TBEMTORA KB TES . N7 PR 1
b, BETRSAN [R50 B AR 7 iR AT R N 23 B A
EREC, o lda eI IL s AR BLGE 75

ARSI R 1% R VR A T 5 Bk
i, TR T ARSRE S TR ) AR RT B R BIE
JiTAl
B O§ AFIERaRrMTEAeERA. B
EHRFERIFEFNME L. R, &ZRATH
AL IARL T T LA, Aib—HFEATRE
#ho

2 2 X #
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