%36 % A5 2 it " HL =2 Eire Vol. 36 No. 2
20134 2 A CHINESE JOURNAL OF COMPUTERS Feb. 2013

=N S KB SEEZR
TEET  F ET

DEEREASER  dat 100084)
DOERRAG BHARTRBE LAt 100084)
DOEEFEEABESHARERLEEGE  dtr 10008

M OE RE TP R4S RS IRk LB 00 265 0l 55 022 4 SRAK) R BT 08 4 v M R AL SR TE T — USSR L L B
F A Bl I35 25 0 45 i B2 P oA A RGBT Y B LA R AT D PR RE R R R B )
BT (R 52 B 76 3L SO AER 38 20 B AN Bk B T 9T T A 47 1 v A E IR 20 28 B B F 9 R, AR R 2 AT )
T o AR T T Aoy B9 X 00 0 73 S ) 50 PR 002 A 0 S SR 2 B EAT T IRV, BV T TR S B ik Y R AR I % e e
PN DT i TR O R T Xlﬂﬁﬁﬂll’]j}ﬂﬁH@%%’é%%?’ﬂgﬁlﬁlﬂﬁﬁﬁﬁﬁﬁkﬂTE%*MI\J:dﬁ%ﬁ%@%ﬁﬁ
FERRN A A Bk B B AT TIRA DT EETEZ MR B G UL FPGA ¥ & LSBT JLE AR
PR 1Y 0 6 73 S B8+ I o 5 A 90 2% A 00 3 L 4 J’KW%’@’H%&EKW%%"ﬁiﬂ@s&ﬁ/ﬂiﬁﬁ wa A
BRI RE T mtERE M @ W T — B R Iy 1.

KW P TR ILAT B I s 2 4% FPGA
HEES XS TP393 DOI &  10.3724/SP. J. 1016. 2013. 00408

Theoretical Analysis and Algorithm Design of High-Performance Packet

Classification Algorithms

QI Ya-Xuan”'®? LI Jun?"?

U (Department of Automation, Tsinghua University, Beijing 100084)
P (Research Institute of Information Technology . Tsinghua University . Beijing 100084)

) (Tsinghua National Laboratory for Information Science and Technology, Beijing 100084)

Abstract  With the evolution of IP-based network architecture and the increase of network serv-
ices, high-performance packet classification becomes a fundamental technology for high-speed
network devices. In this survey, we introduce recent development of high-performance packet
classification algorithms from theory to practice. First, we provide theoretical basis of the packet
classification problem. Then we categorize and analyze existing packet classification algorithms
according to different research directions. To evaluate system-level performance, we implement
typical algorithms on both multi-core network processor and FPGA hardware platforms, and use
real-life data sets for performance evaluation. Finally, we state our conclusion and discuss the fu-

ture work on high-performance packet classification algorithms.
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SRR A3 AT 45 T SR VAN B R O s TR

JUART A (8 52 2% B2 3 M 8¢ B AN A0 5 il ) 1 B i
FHF BT A 1) 22 58 ) 43 43 25 1) {81, H-Trie #1 H-Tree
S B B 1) 25 TR o (LR SEAE IR 1) (o] 9] 5 4%
S-Trie Al S-Tree 538 3o HE I &2 1] i A% 1 48
K [A] (HACH A5 B N A1 K

SEIZ 1Y A AE S5 bR I Hh AR 2 23 08 3 30e v Y B
I B A 0. S B 07 o ) 9 43, 43 256 Tl i 11 1E B 4%
EE g P e R e e A N R T =
R e i A i1 KA D R | X 27 A B ST
(] B g L R 8 /0 g N A . R A TR A R
TTEX BRI T — R AU (tradeoff) iy JEAH, 2B
12 I (] B8 A0 25 B) PR R A A b SA R R A H
L Rk 7 W | V2 o 1o 115 WAL il )
ARG TR M i AL

3 WMEsREE

A 20 el 90 4E AR 2= 4, W4 43 28 18] i) AH
RWFFEAMT R S BT — KA T5 79 W €07 2K 5
. A AR W A, 23 2R B 1 Y B9 O 1) 4 B S (8] O
i RO 2 AR R 03 3 AN D 1) S 6 DL A R 4, 43
REGEIAT AR A S E K145 A 51
WF5E TR S XoF 4% 2 W0 4, 73 2R B30 i WF S0 SR B kAT T
TR 53 B Fl LR
3.1 ZESBEE

23 (6] 53 fiff S — b 43 A 22 1Y 5 ] 25 18] 43
itk 14 090 0, 73 SR VR A IR R R s ) S Ar R m A
TS (E] . HA R 2R

S=s,Us,U--Us,H
V1<i,j<m,H SNS,=J.
B A>3 TR L B R0 4 5 3 A2
R=R, UR.U--UR,,
VrER, ,1<k<m,H S, Zr.
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L
&

UG AT D0 280 2 () A iR 0 V% A RS F A TR Y
43 5 A A — B B0 A 5 2 DR BE. R o S
S (A1 UH i RO RT 58 )80 00 43 43 2. 3 2 4 BR A0 A
AL A3 [A] 0 A 1 00 A 125 00 A8 3R S ] — 03 5
PRI ] A0 B R 25, B 4 K 22500 40, 4y 25 54
BB IASE Bk Jr ki R, T IE IR AT L R
() 35 4 RN 52 X 8] 43 i R 4R R 0 Bl A 3 A Tm) 35 1k
T AR AL A k.

3.1.1 A a4k

RSB A R T Trie 2541
B RM AL R, ek [ 22-33 ], IR0 B 1Y Ak
A JEL KR < 38 A 0 2R s ) M L A T AT R AU
B 539041 Ceut) o I 46 48 2R 25 (0] AL 40 A i, 30 9%
AN B 25 8] o g A7 A 30 e — g R 4R
Z VERL.

T4 &R 25 8] 4y i 00 S L G R T 4 R
S-Trie &5#4) , RIS 5 LU AR S-Trie # NAAE FE 1Y 2
I 45 S-Trie ( variable-stride multi-bit Set-pruning
Trie). &G BMR T & (root node) Xt JR 15 14 2 =5 (8]
AT 1 RIS 535 1 % ny N &8 15 4 (internal
node) X} J5 46 25 [BI AT 55 2 RIS 0) op. B — Ay
& (leaf node)f & 5% 725 [A] 0T 43 55 #0 UC e 11 B )
T BRI AU B4 2

S=s,Us,U--uUs,H
|Sl|:‘SZ‘:“.:‘Sm|~

REEMENR K LS S-Trie M A, 5 PR}
() P 8 FH A TR BE (depth) P, 52 Br 25 ] P4 Rl I ke
T R H R AR B B T R s ] 4 Y
P, 5 248 B 1 2 A Qe 2 R 48 R s TR) O SR
HATIR R AR

Gupta % AP 38 # f) HiCuts ( Hierarchical
Intelligent Cuttings) J& fe 7 F g & A ok 12
18 2823 () 3 M RO Y I A0 43 28 5 1% HiCuts ]
F L WA Trie BYEHE B (decision tree) 45 44 X} 18 &
25 W AT 2 %3511 53 AE TR 0 B — A RS
F HiCuts {87 AT 43 15 540 531) R 50328 22 iS5 0 19 1
Gy HEEE T8 P A 2 0] 24 B ek B8 o 22 i A 1Y
Y03 OB A5 2400 F 25 0] T A 1 0 000 A 550 1 48
SE B (binth) , HiCuts 5535 A2 sl — > i35 50 I f%
JIT 5 RN AT it AE I AR R AT 2R M A K. Singh 4
A 1) HyperCuts 523504 HiCuts 5532 A i) B3
2 Yo e B 2 5rh L AR NI A Z A
HERE B XM AT RS AR A BT 2
PAIE BN $& 5 1 B A5 A0 2 [A] 43 Al URR TR ot
HyperCuts 5844 1 1) TR SR R B8 R Rl 20 » BT

A AR R T B Y I R] 1 RE.

UTAF R B BT 5T 45 5 K HiCuts Al HyperCuts
HEMTEEMES KRR P AEEZHRET . 8
J5 . b TR R A R 0 R B TR 5 B SR
VR BE AN 5 - 0T (0 45 R G A ik R 0 vk PR . Hok,
HY T A PR Y BT {5 S R BA B i
TR TEVI 3 OB K W I DL T L 45 B 45 1 1 A7 it
A B Z . FEE SR G b & i N R
B0 0,73 28 B 1 X LA A BIR Y e 3 PN 5 S B
PRyt P €2 7328 i Ah i 7 HiCuts #1 HyperCuts
BT R RN — B, (il 45 A i #2 b B R DT A
(memory access) JIT 132 B 52 15 B LA B AR R A9 9 5
b I RN — 2 X A — Bl N A B RO R AR
SEA% I B AT A 7 A L5350 1 2808 O il DR 3 2 )
B 2EARFAR T — R S Sk AR
L AggreCuts™ B Sy ], LA 18 B 4 i 550 12 1 i
Ry — ST

Y194 E i [

T4 5% ‘

XA R R A HE Db bl hingen
(TR127S7I 0 S P

AggreCuts
febt e o8

K 3 AggreCuts H ) BITMAP & 45

AggreCuts .0 B A EF H BITMAP (L %
B R 40 HiCuts S875 i 48 £ 5041, DT A R4
15 4% 0] A0 3R N 3 BT/ S 24 A48 28 23 1A D) 4%
H 16 AFrSEL B TR 1~2 A 25 B4 5 A A B
W F2E {ro o b H B HiCuts 8235, 03X 2 A F25 1)
Az AN B T S AR ik S A S IR 2 A4
Fe 5 HE ST 2 A>T R BRI S G oG R R
5 3~8 N (L (g DA 2 A~ F A7 5 G
A S 9~16 ASF s A (AL {ro s 1) HE AR 3
AF A7 L HiCuts LM & 16 A48 £ 35 £
BT 16 ADF a5 3] 3 ASF W s B R, %
R 3] 52 B AP AT B W T A . AggreCuts fif
16 ey BITMAP XFE 3 Hiiy 16 4~ f5 51 i 17
TIE4E. BITMAP & R 55 1 ARl 154558
G>DARE RS i — 1 AR WHZ Rk 1, 3 )
0.5 BITMAP %t R 14 & — 4> 1 45 18 5 54l
R T A BITMAP 157 8 97 % 5 1Y) 48
BECHD s 8 ST Bl b B A 5 60— 46 B R A ) 48
PO IEA RSP GEAS S AT ER R, H
ZELL BITMAP Hrfi A LR AH i ag ok & 51 352 5
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JE 4548 £ 1 B0 b B R R £ R

AggreCuts [V FIZS (8] PE 8 WL 4 F0lE 5.
& 4 AT H1, AggreCuts B 2B IR BE (5 AT [RIK
BRI RS HiCuts 19 1/5, i HAS Fifi B ] A4~
i 224k, g1l 5 AT, AggreCuts [ HiCuts 3§
T 1~2 ANBCR G N A . AggreCuts 11 J7 B
PEFE T/ 2T BITMAP 32 5. {H bl %5 b FE A8 H R
(1 % 8« e M BE 22 % I 4% Ak BELZR (A Intel IXP2800
Cavium OCTEON3860) ¥ #2475 2% i) fif £ BITM-
AP BHA5 4 it AggreCuts 7] DLTE K 2 %0 & 7
RE W 25 40 BESE- 5 45 31 792 0 A

100
90t ‘[] HiCuts O AggreCuts ‘

80t ] I
500 752 916 1000 1530

" 70+
& 601
3;?50
40
X3l
20t
10}
0 360
FL A H

4 AggreCuts J 35 I AR B

1.00E+05

‘D HiCuts 0AggreC uts
1.00E+04 ¢ 1

1.00E+03F

1.00E+02F

1.00E+01F

1.00E+00 752 916 1000 1530
%A R4

5 AggreCuts B ki AT (4

3.1.2 B IX (8] il Bk

B X 0] 43 i S5 A 6 SCk (16, 18,20 ] SCHk
CL171RISCRR [34-37 ], i1 1 LA B BK 2 o )
A1 53 SN 5 52 7E 25 A 3 b B A 380 AR 4 0 S
5 AL — A XA A 28 5 A P e S e )
FLTE AN JE TS 15 X R (RS 8D L SR 5 T
L 28 AR AE Y 7 1k 58 B V. i 2R
R SR BRG] 43 R 0] BRI 2 A 8] A R U ERORE 4

S=s,Us.U--USs,H
IR [=|R,|=-+=|R,|.

WA 25 2 795 I8 40 B o B T 0 51X [R) 4 i
PR B T A AP i S-Tree H L, i E H
A ARV BRI A 2% B . S B o b 48 5 X (R 40 il
Xf S-Tree Bik#AT T4 . — Jy A H A & X5
/fﬂjla_lillﬂé&ﬂ’]éﬂ%%% R, I —J
T ) FE D00 0 43 e e 3 o o SR A2 R IR P A7 fef R

A A7 R/KB

I LA BE TR IX (] 23 il ) B 15 J2 Srinivasan
45 N 1 i Cross-Producting B MY %8 8% M
AT VT FL R AT 45 38 b 0 £ DX ) A 4%, FF 18
—A d 4EH) F 458 (cross-producting table) 58 i &5
(] 3R A2 Hy T g5 K28 DC P AT 8 3 A 0 A FRAIK
(@W)HXI L @logn)) » H A —1) d HESR AR TG TH
B 28 6] T 4+ 3% B TR ANGE A/ 1 0 0 4 5.
Gupta 28 A" #2 H i RFC(Recursive Flow Classi-
fication) 550k 1) FH %5 41 45 440 1 fith 4% B0 £ 5% X T
HEAYEE O W) By 5+ T 28 2 $0 0) a) $2 & >
A1) M J& B A B A7 fifk == 7] 22 O @(27)). REFC
)i R ] 2 OR e R AT IEAOR S, — e BRI T
AL 5 . Xu 2 AP 32 1 i HSM (Hierarchical
Space Mapping) 81 R Al T 538 F ) 2 73 A Ptk 3
REC 5512 0 $ i A7 Ak ) 8t O $2 i S FF TPv6 fY 128
sk 2 48, B4R REC Al HSM 83k 78 SE Br M 40, 53
KRGS E TR R T R Y B B £
£ s (A RE I A BELARL i T8¢ 52 X 8] 43 A 1) 5 B
WEFE G 2 5 K U GE e FE MR AR T
PRI = R R (RN TR = R N TRV
HyperSplit 553k Jg 5], 4> 48 45 5% X [) 73 fifp 550 3% 68 F
FEIE .

HyperSplit i 5 KX F LG S-Tree. 7E4E
SRS AR A A AL A R HyperSplit 4 4 24 fir
WA Gy AR 3 2SR 4 48D 70 4 4R BE B 14552 A1
G A5 I 00 £ d B AT Ay R I 4E R L AR e TR AT T
A i O B T TR 24 A R B R B X ] ) H
rh 2 I R R AR

mm 72 |R

Horbom' Ry 55 i Q’EFE’JEIEﬂAﬁ

2 N R O DT B AN W ), LB Y
B 25 1) O B A R0 5~ 4 5 4 A0 5%, I AR pg Ay
MOE 6 FE 7 e T HSM Fl HyperSplit 9 F 55
AR 3 kg . m] DL Y, HSM Bk s 24 R
23 (8] 732 9 A 125 )L 1 HyperSplit 528040 fi#
SATAEL N REBKRE . HSM Bk T ER%
(AR o s A ] Hyperspht Ak R 3R
HyperSplit 5B 2s VERE B 18] 8 FOEL 9 45 . B
E*?ﬁﬁjﬂvX]Lﬂ:Z:[EJE’JﬂmU%évaperSpht )
PN AE DT OB HSM B35 F 120 30 %, A7
et 00 ek A 1~ 2 A BRI R SCER 17, 38,
HyperSplit 52 76 2 8% W 2% 4k 3148 Al FPGA ff

4 Eor#ia® T 10Gbps F1 100 Gbps it 2,
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|
T Fe 75

01 :
T2 | 75| Ty

Y 00 T, | vy | Ty
T_’X 00 01| 10| 11 Ty | 3|75

5
% 40}{=HSM = HyperSplit
5 35}
Z 30}
=25}
K 20¢
=15t
5 10
|
= 0 Q Q O
SO EAEEENE G SO FE
Y FFY PRy SN
O R S S R R A
& N
PR Sy
B 8 HyperSplit 53 PIAF U5 A I EL
LODEH07 e
o LOOE+06
T\;Loomos—
il
& 1.00E-+04
# 1.00E+03}
& 1.00E+02]
L.OOE+01} HW m m
LOOE+00 £ C OO b e oD
@e\\,x\,x‘ifﬁ'\u x@\/@\»ﬁf@ Y S
S QQ\‘L\Q\x GEED _@Q\Q&
T £ A
K 9 HyperSplit 5 N 17 A

3.2 MNSBRUEE

w52 2% B O3 Fr L M B A KRS AR A R T K
BE T3 (] 43 il 0 B 5 1 N A 5 oR S A g . ik
AR 2R AR T — R YT R0 4320 1 9 43 43 2K
BRSO C RRAR T B Sk I A7 2 1) T R
FR 53 20 SR AR G 4 B — I i R A B R
T RN AR S R A RN AR R AT R — EOF
A7 . FUIN o 21 B30 2 O — Fh 43 TR Z 10 SR It
RAEN I s BN A 5 T e R 43 Ry o SRR 4R
R

R=R,UR,U--UR,H
V1<i,j<m.H R,NR,=U.

U 43 H SR E G 5 B — /N5 A 210 3 (8] ) il
FAEASE G R E e 04T KL o3 24 SR 5 X 1 B0 )
AR A ] o R S AT A L R AT A
28 T G5 R R P R 2 S D0 T 1 T SIS S T R0 3 2
Rk,

3.2.1  BET AR o3 O

JEE T 0000 5 A8 R 1 2L B A A R 0 ) 25 4
R B 2B 0 oy T AR R A — T A
B LA R A7 9 0T 43 B 1 (separablility) ™, M R
REEAR AT oK. B T4 R TR E X 247
EHITE SO T A TSI R T E A%
R A ] 3 B A I 2 4 o R 5 R S B
BN RS

JHE T 25 R R 1) ) 4 2 B Fe AR SR PR Y 2
Vamanan 55 NP4 (1 EffiCuts. {E 3 1£18 3C P 48
i, HiCuts 1 HyperCuts 5 3% i K & 9 N A7 14 #&
1) 358 i R 2 — i 2 FH B — A D SRR Ak A B
H A5 25 SR RN & 46 S It EffiCuts 35 155 —
oA SR e T A R P ) R U A3 2 G G 2H AR A R
DN 7E AN AE B 1 45052 X [] % BRUAE 0 [ 4 — A~ B 0
FEFEA T E Y 852 X A) R T HE — B {E (largeness
fraction) . W] A Sy 3% KL W) 1 4% 52 X 8] 78 3% 3 F 22
“ORVEY 3 B2 U SR AR R A R A A R Y
SER R EfGCuts o 5t ik B 4R 5 R4y 26 4
GO TPv4 (9 TG B B 54 oL — 7 4
Yl AR LI R] o B R

HE 43l 52 1% )5 » EffiCuts i i} HyperCuts &
BB B - £ AT o3 2R A AL O T R ] T
1A EffiCuts B3E 0 ] 1 & 5 W 5 JF
(selective tree merging) [ 5 W% , 155 A0 DU 187 6. f8) 0 0
BN TR AT T IR R) G O R AR 5~ 6
AN K] -5 A3 3 S I S 7 AU [R) U EOR
[ 15 &L T EffiCuts [t HyperCuts 387> 57 {51
P .

3.2.2 RTHAMAN AR L

MAEAL 1 FR BE K B B 43 21 2 — A 2 Y
204 Ak 18] 3 (combinatorial optimization). JFZ)5
T EEAE ML AR B AR I A B K A 23 ).l TR
DR A 0 P 1 O TR O R R RB A B X
Ak e A0 11 Ry 30 e PG Mo . %o T — M 8 21 5 A Ak 1] A
BEDLIE R 5 2 AN BE AR ok BE BAE R B S S e
15 3 4 Jay Fe AL A
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BT A Al i B9 5 BT BF 5% R O Fong 4§
NS Y ParaSplic 34, 3% 50 1 A HBLAR k
PEAT AL - FE B B - 46 RO 29 00 R SR
(9 BN 73 4. ParaSplit 5235 (¥ H br ok B8 % 414
7E HyperSplit 3% T B9 A7 6 TS AL A6 DLIR K i
T P 00 G i g G 3 f 0 O 2 B B ATL 70 20 AR . 4R
kR A — A i AT e A B AL e A AT
PS4 TR] A 90 00 3R BB, BT A T B 2 K
Metropolis HEW. 77 H 5 p& 8022 CRLNAFHE D

AD<C0,
W45 52+ 15 D) LA R
Paccc]n - eiAD i

esz Hor T OB kR .

ParaSplit i 2 3 £ 3 1) ) 1h 10 B (6 15 55 1k
AETE A B 1 325 A0 TR 80 P it SRS 1. A M R A5 A
R IRV SR JCW) IR A% - ParaSplit RE % DL BT PR3 1)
Wesh. MEL 10 BT LU Y, ParaSplit i P9 A2 4 L
HyperSplit 2 1~3 Mt 2%.

1.E+07

o HyperSplit 8ParaSplit]

el
o LE+06
2 1EH05}
B Ero4l
2
= 1E+03}
¥ proot
<
mmm m &
l.E+OO L L L L - L L L L L L
,be\: S E NGRS
N
(L\U

S RS S

N TSN A A S S A
O g
Y WS FEEY

VR S
10  ParaSplit 54 4 A7 1)

3.3 ATRE

BT AT (1 23 8] 53 fifk B 12 0 X 0 4 256 [
A 5 LAt >R AN [6] 14 2 [8) 0 Ml 7 5 v DA SR BUAS
[w) %) Bs ] 1 23 [a] 4 8B 4 ' (time- space tradeoff) , L)
T 225 2 A 43 28 1o FH 1Y) SR 25 Bl o i Bk 45
Ja &5k n] DA 5 592 0 4R 5 1 TU AR 1 i —
A R A AR A N A TR SRR AR AL RO B 5E
FR B A3 2 B SR 40 T SR 22 B SR I e X & 4%
T £ 5 19 0 il 42 v Ak BRSO

BRAST A 28 10 M A0 43 R vE Z 80 iR A AR T
Hash J7 3559 fl 3L F Ternary CAM ) ¥ 41 43 2
BENO X e Ty kW R B L M R Chn
ASIO) S A% 45 (TCAMD e 52 3, i A SCE 3}
WHERF g 1) 2 2 R 5 M FPGA - & 19 W 4 43
AL X BN R

4 WEIXRFIISMWK

A 10 4,73 2R BIF 5T R 22 4R vh T I 40, 43 28 5 1%
BT SR B 5 AU D & 1 0T 4 TH Y H
LRGN Ry TR LS S A5y R G
MIVERE  FRATRZE 3 W A A — R WAL 73 2K
BT EMEREZ AT & & FPGA i {41
HOPA b IR R i B SR R AT T 4 i
4.1 ETZZFEHNNENERSR

Mk % A Cavium OCTEONS3860 £ 4% 4b 3 2§
AL PR 16 AN 12 4T1E 500 MHz 1y MIPS #.0>
8 A~ T-J8 RGMII (1 B 2% #32 1. f7fifi 1K R 45 32K
FREZME L1 47 1M FI5 a3k L2 547
DL K 2G #9451 DDR2 F47. P R e TAED , &
A T 3 F Cavium SDK version 1.5 [ Simple
Executive B DLORTIE fie KR BE 1) A #4 4b 2 25 PE BE.

7T OCTEON3860 £ i Ab # &3 1 & 1Y il 1K 45
RO 11 A 12, AT H T HiCuts, HSM Al
HyperSplit 3 Fh5:. A 11 f P03 7] LA Y Bl
AL AR A0 B G0 3 AR Y A ok R KR
P k. Sl 4 16 A% 1 i) i . HyperSplit
PR F T 6.4 Gbps Ak (I ] 64 55 9
£, HoPEfig & HSM (% 2 f% ., HiCuts 19 4 5. & 12
FR AT 16 DB OL R L AN R /N AL ) £
M2 R, B A 0L, HyperSplit 8L 7E M ALK R
T AT 128 Tt BP AT 35 5] 100 6463 (8 Gbps)
1M HSM F1 HiCuts 43 %I7E 256 FF45 Fl 1024 45 A4
KB LA . B AT WL, HyperSplit B3 0] LIfE 2
MRGT G 115 3 a5 B, B8 fh 42 0 el iy I
AFRAEJ). A L HiCuts 5335, HyperSplit 535 (191
B SR T4 RS A 8 A DT ) I ECD PR
Kb PR R, AH b HSM &3, HyperSplit 82 194
PAET WA D AE B 2 RS A7 %15 3
Fo 43 AT DT AT B IR U A A 3R e 4R vy T
A 4b B R

90%
80%|[m HiCuts @ HSM @ HyperSplit | -
70%
60%
50%
40%
30%

20%
10%
0%

1 core 2 cores 4 cores 8cores 16 cores

Ak B G5 AL
11 P REETE 2 A Mg ERITERE (64 5T M)

8 Gbps)

A E(100%
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L
¥

/| @HiCuts oHISM & Hy perSplit

8 Gbps)

B (100%

64 128 256 512

T M Ak 7 /Bytes
K12 Mo R TE 2 AL B B HERE (16 2

4.2 ETFPGA FEHMMENERSR

B A ET FPGA 1 M 0 8 & 1% 52
RO ZEm IR AT A T Xilinx Virtex-6 (mod-
el: XC6VSX475T) i H. % s A Wi B %I N
37440 0] 45 #2312 5 B G (configurable logic blocks).
% 7640 K HL4F 4> fii 35U A7 it %56 (Distributed
RAMD D J 38304 K ELAFHAEfifi 5170 (Block RAMs).
BT A 5206 45 S B Xillinx /9 ISE {5 217 & K.

N 5 H9RCHE HB T LA L FPGA-Split 453k
{EMi— FPGA -5 F il LUK $) 142 Gbps 1) 77 1t %
G 64 715 WAL, FPGA il f v vl i s 4eh 4
RO Bl 43 ISR IS H5 i B ARG, 3k R Hh TR0 %
2 FEONAAE IS 2 A T FPGA Py B
() 52 2 o 08 T A 3550 % B 3R 44 i K s 4 A 3R B
WA 5 R B G il 2R AT UL YR 7 FPGA
2 2] A SRR R AR 5 P B 1 9 6,40 2R 2 3.

*& 5 FPGA-Split HEEH (64 =T E)

1024 1518

MW FPGAR®  fmfrnk/ BIREIT  fAEHIT
N BA/MHz Gbps o LS
100 139.1 142 444/37440  10/516
1000 134.0 137 602/37440  18/516
10000 115. 4 118 747/37440  103/516

%6 T ZREIEIEARIE & LT 64 F
WAL I R R AL T 2 A A
(4 9673 2 T LUK 3] 10 Gbps F7 0L, 1 56 T FPGA
R 2 S B ET L3k 3] 100 Gbps 8% 5 & 1M g R [l
14 4 3125 7 5 38 FH T AN [R) 0 0 4 1o P o EC I ke B
RGUIAE I R A A A 2B G LA L
T 2055 iy ab #, a3 N AL 43 28 T BE 19 22 42 )
RPN AE . T 2 40 ) B T e ) 4% A e ik
2 AR 100 Gbps DL _E A M 4143 2K ) fig.

6 ZTHMELEMENLIL (4 FTRE)

Bik/ & I R /Gbps
3 F FPGA [ty FPGA-Split 27k 142.0
J£F OCTEON3860 #) HyperSplit &% 6.4
FEF IXP2850 1y AggreCuts 3.7 10.0

5 HiLMRE

AR SC N ERAE 43 7 A T R G S = I
A RN A BT T3 AR e 1 i I A 43 28 Bk A I AR
S8 SR A LA A5 sk rp R S By O s L i
TR G 2 I A R T TR B A B A BT L 4R R
[Fi) 24 T8 414 ) 0 4 24 A 1k 3 o 5 11 1) BB ARG 2 R
K X ELAG 50 71 I A 43 288 95 1 4 HEOAS [R) 1) A 5
i AT TS [R5 S B B AR ST R XA R 26
IR B B AT TR AT e K LR R A
PR B P A, 43 2 80K 43 30l 52 BT 22 4% I 2% A 3L 2%
5 L& FPGA M6 b 538 i 52 bRl i kb 452
TARERBLRAEANF RS 6 LR &
M5 2 B 4341 o AL 4 28 5 5 48 W T 7 1.
T2 T 1 0 4% B 1 N e AR 3R 5 B 0 A 1% L.
PRI M 7 B i v AR AR S R 3 vk B 45
FE 4577 1 IFAT A BT 6 R I BRI TCA 3208 40 26
AL A A [ B I, 43 2 A S BT AN [ A R A
PV & 0 T BARYE & BT A6k 0 Rk
BEATARAL o 75 00 I 1 A ROR) 3R 46 9% U8 LA AR B o A
14 19 2 43 A PE e
Bl 2 TS O SRS 2 BRI R AR 1k
O 452 3 % 19X 45 1140 30 I, 4 28 B 9k 1 F 5 4 T I
BIPRIR. B E R A T R SRR E T R A&
T LUHF Ak 28 10 I A0 3 288 380 000 ok B 5 A L X
T AT DAV AR AR T X 2 RSO o0 T 45 1)
P, HUTE M 55 17 5K H A 0 28l 55 U1 BE g 1 iz
FZ WA Ak A R M (H X KR
Sk I 465 il B8 1t 22 55 1 A LD Rl 55 I R
WE. Fea s AL KRB S AR B A B
S HL 2% v A 43 2 ) g 1 T 4 A 3 2N A D A
B — AR E I A K .
s %
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Background

With the evolution of Internet architecture and the flour-
ishing of Internet applications, traditional IP forwarding is
not capable of meeting the increasing demands for network
services and security. For example, multimedia applications
require good quality of services, enterprise network needs se-
cure access control, and datacenter networks require isolation
of multiple tenants. Because multi-dimensional packet classi-
fication can distinguish network traffic in fine grain, it has
been widely used in modern routers, firewalls and traffic
management systems.

Studies on multi-dimensional packet classification algo-
rithms include theoretical analysis, algorithm design and sys-
tem implementation. Theoretical analysis is the basis of de-
sign and evaluation of multi-dimensional packet classification
algorithms. It specifies the worst-case bounds of temporal
and spalial performance. In computational geometry, packel
classification is equivalent to the point location problem;
therefore, it can be solved by recursively binary partition
using either segment trees or space decomposition algo-
rithms.

Although theoretical analysis shows that both of the
algorithms have very high temporal and spatial complexity,
fortunately, real-life packet classification rule sets have
structural redundancies that can be leveraged by heuristics to
achieve good performance in practical applications. Segment
tree based algorithms, such as RFC, HSM and HyperSplit,
partition the search space recursively using end-point selec-

tion heuristics. Space decomposition algorithms, such as
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HiCuts, HyperCuts and AggreCuts, partition the search
space by heuristic controlled uniform cuttings.

In practice, both of these heuristic-based algorithms are
widely used in existing routers and firewalls. However, algo-
rithms based on different heuristics may have different per-
formance. Therefore, performance evaluation of packet clas-
sification algorithms is important to real-life applications.
Generally, most important performance metrics are search
speed , memory usage, and preprocessing time. Experimental
results on a large number of rule sets are necessary for objec-
tive algorithm evaluation. To efficiently implement multi-
dimensional packet classification algorithms on hardware
platforms, such as multi-core network processors and FPGA
chips, hardware limitation needs to be carefully considered.
Algorithms to be deployed in hardware platforms need to be
optimized by I/O bus bandwidth, on-chip memory size and
parallelism schemes.

In this survey, we introduce recent advances of multi-
dimensional packet classification algorithms from theory to
practice. First, we provide theoretical basis of the packet
classification problem. Then we categorize and analyze exist-
ing packet classification algorithms according to different re-
search directions. To evaluate system-level performance, we
also implement typical algorithms on both multi-core network
processor and FPGA hardware platforms, and use real-life
data sets for objective performance test. Finally, we state
our conclusion and discuss the future work on high-perform-

ance multi-dimensional packet classification algorithms.



