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Abstract In RFID systems built with active tags, how to detect missing tags in an energy-efficient manner is an
important research topic. In this paper, we propose a virtual Bloom filter based missing tag detection algorithm
(BMD) that can detect missing tags efficiently and fast in multiple reader RFID systems. The key idea is to let
tags reply to the reader multiple times in one frame and construct a virtual Bloom filter representing tags in the
reader’s interrogation region, based on which the missing tags can be detected. Both theoretical analysis and
simulation results demonstrate the effectiveness of the proposed BMD algorithm. Compared with the traditional
ID-collection based algorithm, BMD reduces per tag energy consumption by more than an order of magnitude
and reduces detection time by at most 52%. Compared with 1P, the current best missing tag detection algorithm
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for single reader RFID systems, BMD reduces per tag energy consumption by more than two orders of

magnitude and reduces detection time by at most 80%.
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Radio Frequency Identity (RFID) technology is a core
technology in Internet of Things, and has been widely applied
in many fields to improve management efficiency. Among
the frequent operations in managing RFID systems, missing
tags detection, which monitors a set of RFID tags and
identifies the missing ones, is crucial to many applications.
Existing approaches to missing tag detection are not
energy-efficient when used in multiple readers RFID systems
built with active RFID tags. In this paper, we propose an
energy-efficient and fast missing tag detection algorithm that
can be used in multi-reader RFID systems. We let one tag
reply to the reader multiple times in one frame, and construct
a “virtual” Bloom filter based on the replies from the tags.
Because the Bloom filter provides a space-efficient way to
encode the relationship of whether an object is in a set or not,
by using the virtual Bloom filter, we can test whether a tag is
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in a reader’s interrogation region or not quickly with low
communication cost. Furthermore, in our algorithm, the tag
only needs to transmit a few one-bit short responses to the
reader, rather than transmitting tag ID as in traditional RFID
identification protocols. This greatly reduces the energy
consumption of tags during the detection process, and hence
is suitable for active tags which are powered by built-in
batteries. We give detail description of the proposed
algorithm, and analyze how to optimize some system
parameters to meet the required detection probability
meanwhile minimizing per tag energy consumption and the
detection time. Simulation results show that, compared with
traditional collection approach, the proposed algorithm
reduces energy consumption by an order of magnitude, and
reduces detection time by nearly 50%. Compared with the
currently best missing detection algorithm for single reader
RFID systems, the proposed algorithm reduces energy
consumption by more than two orders of magnitude, and

reduces detection time by at most 80%.
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