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Differential Privacy in Data Publication and Analysis*

ZHANG Xiao-Jian, MENG Xiao-Feng

(School of Information, Renmin University of China, Beijing 100872)

Abstract As the emergence and development of application requirements such as data analysis and data
publication, a challenge to those applications is to protect private data and prevent sensitive information from
disclosure. However, most existing methods based on k-anonymity or partition-based have serious limitations
because they only preserve individual privacy under special assumption of adversary’s background knowledge.
Differential privacy has emerged as a new paradigm for privacy protection with strong privacy guarantees
against adversaries with arbitrary background knowledge. This paper surveys the state of the art of differential
privacy for data publication and analysis. The mechanisms and properties of this model are described, while our
focuses are put on private data releases in terms of histogram and partition techniques, and analysis based on
regression skills. Following the comprehensive comparison and analysis of existing works, future research

directions are put forward.
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G C I FTA DA AR R T I 3

IR n) R ARl A4 2 @ -FEBE S PrivBasis {5 B
F MK H](Maximal clique)BAR KA 0-FHES. F
AP oy RE NG, AL R GF, P), SRR
Kl G(F, PYWFTE R SRR AT — A
03, B 13 250 T 0 -FEEES—NERE, (1, L,
I3 NEEBIRE D 0 - RS, METo-BES
Al PAAE A top-k AEAR S, Blan, LA, I, Ly N6 -
FAES, ATLIARK 22, top-3 UM, I Y {1, LY
5{h, L}

O-4E 5
D {1,}:0.75
. {I3}:0.75
=| 3y
S M {1,}:0.75
t (L, I, I, L} "
t {1, L} (b) BLEEEN
t3 {13 14} —
O-S Rt
{ -0.7 .
ty {L. Ly} 0=0. 0078 @
@ {1,,13}: 0.75 B
{15, 1,}: 0.75 PN

I I, L}

(©

13 -BEAEMIE

Ak, SCHER[SOMKIE K 55l k= R Em A i)
U R BE, EH T —Pp R TEE S T R R 1 PR
A% J51% SmartTrunc, 1% 5 V2H] FH BB A1 20 A E
AR AL S AT JR 5 # (Local Transformation),
T KL TR R A ) U, TR S
BRI SRTT, 207 VAR o0 A bR i P A
(BN, BEaE S KE R FH S I FT) A K

b, ERITEAER HKAL, TF ALPHECR
1)k AECHERKR [ B ERR S AR I . BAR
PrivBasis ITEREFIRCEIM T TF, (HRIZTTVEFFAE
M LA SE AL O S B nT YR AS &2 s AEERIR
54 Top-k FEZRAMPERFAE (BIGn, AR KNP
HEFEE) LGN 5 A AR e A K A 22 1) 1)
7. SmartTrunc 4 JE 1 LA - BLAh, TF 5 PrivBasis
KRG A S KRR . R, afrit
[ B S Top-k U BRAAPE S AT MR 7 752 ok
KB 5T 7 1A 6
6.12 FETZESERMTERA

I3 FEHARAE G T o3 M bkl R E A, 1%
F AR H AR H I8 AT X 50 HoH 28 st 2 A5
Y, oy BRI LR AR SR S WS (Decision tree),
GG A — TR B 20 AR, BN &5 R RfE R
ANEPE BRI, g R R — N AR ED
o R 5 v 38 1 AR 3R 7 v 4 ) 2 SuLQ-based

D31 DiffP-C4.51"") % DiffGen!®?, ix =FhJ7iE
FEAE R 288 25T ID3I), 2 B H e S b
FANGE B BB MRk R )

R =R 7R A T E B 4 5 (Information
gain)ik B E B Y, A R . il
GHIERE D, UF KK C. BEME AT n A
[RAE, T A4 FIUER D XI5 Bn ASF4E Dy,..., Dyo
W Dy Fn T4 DT B TR G iid s B
A X} D H1E B8 25 InfoGain(D, A) Al IR A :

InfoGain(D,A)=H (D)-H(D|A)
H, HD)YEREIELE D AL, i RA8)

Jiios. T H(D|A)WZRIRJE I 4 X D (250 5,
WA RN

L 1c)
H(D)=-) —* " log. —* 18
(P)==215 & o, (1%)
"D, |& (D, |, |D,]
H(D|A4)=- ! % _lo ! 19
(Pl =-2 2 p e, 19

HFZHAMELR SuLQ-based 1ID3 EHHKH
Fr B LA X 2 2R 8) R (19) H B 35 AN - He (51 dn
|Cd> |Cul> [DILAS DA INEE S, SRETHE B 4
Xt D [#) InfoGain {f. AT, # D MJEHENELER
ZHF, FITEAEAEBRFATUR 7 5 T Rt
FABYEXS D [ InfoGain {f , IXFEFE R 73 28 A
(EEFA 5= N I NE RS N =40 SF N

£ Xt SuLQ-based ID3 [k 15, DiffP-C4.5 F|
FeEWLHI kP IE rEEE 4, HA InfoGain(D, A)
VENIEIE A BT 73 BRECR T S A% R R4
FITIEAD A BT 1S B FA TR, T A2 43R FH X
ST R PR B AT BB . SR, Z AR T
A AW ORI SR, — BRI i
BN, ZITVER S BRE R 2PEE, BI2i%
TR R DB T i)

SuLQ-based ID3 1 DiffP-C4.5 ¥ 1% HR K
3RTTiE. ART LRBFITE, DiffGen 456 1E
LGS InfoGain K2 o Em M, 58T 70250
I FHEEEESE D R ArE Il o BT 4
SRS, AR JE R 2 R BT B S IR B
78

IR DiffGen [1) 73 K FE TG 10 N FR IR F SL R RE
7T SuLQ-based ID3 1 DiffP-C4.5, {Hf2
GITERIFAEEAR L. TR D0RBE RN
— AR, 4 D SRR M R4 R KT,
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EITEAIAGET R B 73 0 . R 2
FECEETREWLH R BT EBCRIRG, AT
REFE/SBRFATIR . DAL, Gt B = 46 FE 40 258
PERBR ST 028, LR WHRT S v A B A Tt
S5 53 O SRS A2 AR BB 5T 07 1+
6.13 LT ZEFAMIRREA

RBFFERZEIR TR FEE A, R
X RRN 3 2 AR RS, e R AR R kR
FrT Re bt £, 51, ¥J{E(Means) H0 5 (Center)
55 B (Median) 5 . SCHR[64] 45 A R AE 5 R HARTR
H T — s 2 22 A BRRA I k-3 SRR 0o AT T V2
Pk-means, % J7iE% H T S SBUBRME I EE & 7775 DA
MEBEFEER T WAk, 1E AR RS,
Fa AT & i B AR OCHE, SCHR[65192H T
PRI, — BRI n CHENLR, %
REWEN e /ny ZRRIERIREAMIBERIET,
BRI BTN TR TR — 2

BIR FIRPIRP ST VES L ¢ - 220 e AL, 2
SRR LA ZE o AR S IR K, & E
P& NP R0, EHF k (AR )RRt FE S s 1%k
W, I BRI BN AR AT . Rk,
IR FE B L Pk R P AP 5 151 kAR R SR )
W58 T7 7)o
6.2 ETFHH[BFEIMNTHEE

ZE T H B R A G5 S O 2 A
BUREAR AT 28, BB AR R U s 34T T
MFNG>H, HHRIAER L SCHF 7 EAL(Support vector
machines) 7325, [V 53 #r, 4k ¥4 [ 4 (Linear
regression). &5 B [al  (Logistic regression)&s .
ST 7 IR o
6.2.1 FTZ 7 AL [ 2 A

(5] V=1 43 A7 2 ML A% 2% 2] i s o K50 T
s %I MR E N EAE AR b A e A DL B
PRI A B e B0 R . 7 BRI 778
FEZ W e 5 e e [RlVH o 4N, 0 14(a) 4k
PERNE, HEM2ZELRH “RITHRAH” 5 “aR
MZMEIC R, B2 HIZ R, [ 159% N oA
BMRNZELR VR Z RN o 12 R =
T LA A I R AE MR 5 AN R AR R R SRk
1773, B 140)ER T “HIVY” 5 “44087 24
]9 5 2, A FH XS £ LR (Log odds)#Ras 1 H R &
B ATIED o

T T AT A T 22 0 B RL DR A ) 38 5 i
EVERSEe R EIE S

BE5T M

HIV+

.
° .\\ HIV+
° s
N o
o\ |
FEHIV+ /0

wiE

(a) 2t (b) JZ 4R 9]V

E 14 [EYASHRE

B Tl A PR R, — 2 Tillk s, —
e AbReRE, B MO RS R A, ot G Rl
BOZ R (B VA AT, 8 VA4S H AR R s
PRI . T T 1% ) ) R oR .

BENGBIGEE D={1,, tr,..., t,}H n NI,
BATGHBE a1 NMEK, X, X, Y, Hi
X;eR,» Ye{0,1}, 2H[-1, 1]. Jodl t=(x;, y))» F
WX RIN(X, X2,eees Xa) IR o MR p ()N T BR)
H 2R BOEE A8 x; 5 AR AU [ B w
PN AER. ARQOMARQCHHER D
PR R [ N R H5OR 32 A  ] U ) p

px)=x"w (20)

oy, =1|x) :exp(xfw*)/(lJrexp(xiTw*)) (1)

MARQOFARQY)ATUAAE H, R EE5 3 E
& w, BIRETLAG G o BE4T40 38, T & w' il
HWRRNNTINAN, Hi, A, wykrBIrRE

w' =argmin ZLI f (tl.,w) (22)

2B 51 V3 5 3% 8 1 [50 U5 R B A eR 0
AR5 ARQHER.

Fwy=(yi—xIw) (23)
f(t,w)= log(l + exp(x,.Tw)) —yxw (24)

SR, ELRRRAT w E S MR TN R AL p(x) 5

D HEURER. BmE 14 F, WmECHw EE
ZL R0 x A8, RIRTHREI 2 S 2R B B T .
SCHR[66] 18 %47 357 o7 i WL i) 15 322 8 0 44 (] )
W7 R w553 LPLog, %715 A H(22)
K w25, IS0 B e, A e v
T p () IME . 28170, BT A HT N x; S5

i p ) FFAE R BRI R, AT w BRI
A AER T, P ECHRS BRI
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AN[FF LPLog, SCHR[67-68]82H T —Fh B HR
&) H b5 BR 20751 ObjectivePerb, 1% 775X D Hon A
TG B AR B I E R I, A XQS)FTR,
Forb b ok | bR oA e I . AEHEEh E

VRS 7, () HOSEEE b R ARQOKH w3
A SH— N
Ty =3 f )+ 25)

W’ =argmin f, (w) + %A"w”2 (26)

SRTM, ObjectivePerb TEAN NI F I, M & (1)
KAVIERH w B BURE g, A 2 H B AR K%L
fow) H S BURIE g, PRI, 207 EE TR w 1)
BUBPER, AR K. [l 2 RERH T
BABERA RS R HURHE DL SSUAT fURRAE 1Y)
EARBR AL, BAVERE . B, ZITEAE SRR
BRI, BEY D 5K EN y B TA/RE
R (yie {0,1}), ObjectivePerb J71ER L.

PN EIRTTERIA R, SCER[16]4 H T —Fhg
HHLH| FM(Functional mechanism)% 7l SEEL T Z 43
Fa R ORI T B 2t 5 8 8 i Bl E 0. HA S

(23)AT 5, fp(w)=D f(t,,w) « FM LI & 5 i i i

EHIRE w3 BIREN I HAREREL £, (w), SRIGHET

ARQ2)RHE w .

FEINE T FE A, FM LA 2R w' (0 Uk
S, MR ) A S B BUERE . R
w=(Wi,...,wa) N —MBUE [ . SCHR[48] 8 /et H Ax
BRI frw) R TR, AR,

W= ftw=2,3 > 2, 6w) 27)

Jj=1 ¢€(Dj tieD

Hrr, 4, eRFRZHE Jw) NREL @ TR

Wioeo A TBES, p(w) € @ .

AP, 5% D WL D', D' BRI HRR
fow WA LIZIR I A X2 WER. REHR
P~ Q)R fpw)KIBUESE, AKX (28)FR.

1,00~ 10 <2max Y P[4, @8)
j=1 pe@;

FIH o) FIEBUEPE DL R TS &, N2 B 6
NRBLA,, BB ST, RS AT AR B E)

H AR EREL 7, (w) B w0 55 S3CHR[63-64]FF 1 7 4

e, FM ALHI ST 1 5 w' Btk 5.

% D KB yviel-1, 1], FIHARQ22)-
ARQTEARE@) AR w, ZEima] PR i e
2207 Ba AL 2R [ 9 43 R . A F(20) T %1,
AMEEAR H bR ER A2 2T, 5 FM LI
WBUFWIE . SR, AR R0 0 B AR R B A 58
QORI EARRR R Z B A BT
B, SCHER[16]1E %4 W 22 ) J& H 20(Truncated Taylor
expansions) i A, #EH T —Fhbr 2 5 i =)= B
bR EO 2 BRI, WAaQ)FR.

. w2 gk . n
AR 3 3 LE —(Zy,.xf jw (29)

T ARE)MAR29), FLAFEH £ (w)

Bk, HATHARQ)MESFH w .

AL, SCHR[69]EfE BT BH AR, g 17—
Tl B ST w BB 73 AT (0032 48 18 [ U5 43 B 7
7% DPME, %7 iR B R LI eI 2-%E D I
A 4ER S BT, R BT B E A RO 2
£D, RGHET D iHHE w . 4Rifi, DPME J}iEH
&N T4 L NINZREE, — BN 4EE L
BOREE, %771 B[R] TR B B 2 B A

i b, =MENES N IR BA L
FET R R L A [ A ik, FL A 2 S
FE LR, MR 2 bR SR T HshALE B[Rl e
BT ITIEAE FH TR E I B bR R 8L, AAAEIR R R
PR s B SR BR BOML ) 1 M BB AR 83 AR TR P Fh
X, IF H AR TR AT PRl 7 AEAE I BRIG, SRTT,
ZALH] B S SR AR B . L B RTGE
TEAM R R H bR R EL, T TSRS 2R 1
HPre&%L, 140 Cox [AIJH(Cox regression), %A
PIENE TR IR 22 . R, gt e H
s BRI 22 53 B FA RN VA 3 B e AR (BRI 577 1)
6.22 FETEIFAFR S A B

SCRE IR EAL 2 H S 7 R HOR, ZER
T H AR ER N A (A ARG B 2 . R A

10 VEZARHEIS BT AR5 D 4R E Y v B T AR RN
[mE, ZInSCHR[54].
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Tj(Kernel trick)H F A 2 4 A8 ek i N\ = (7] S 5]
—NRHES A SRS AERFIEZS ), ) P R A i)
PR SR AR SCHRF 0] B o AR B AR etk 73 28 Il LA e 45
JE B ZNE i) a] DUE R R A g — D
éﬁ‘%ﬁ D= {('xiﬁyi)};l:l ’ xieRd’ Yi€ {+1: '1}" ﬁﬁéﬁiﬁ
w=(wi,.... w) N—PBLE [ & .

£ () =3 +SX0p0) G0

pw('xi)zz:ﬂ:]wiyik(.’xi) (D

H, fow)y N BFsERELL p, (x,) 2 T R 3L,
k(- x)RAIZ R, 1() RRTR R

BRI, ST BE AT SR, SR SCRF R &

Bl i) R 4y B b R 5 o — R ), RIAEZY
WEAT T KA
w*=argminfD (w) (32)

SR, TR R I ZREE D S U
R, HEKRAw R ) SIIZE D 1
BURE R

SCHR[66]45 6 2 BRAA R BRIE T —Fh S
el AL I 7 vk PrivateSVM, 1% 7 V5 F) F F7 3 7
Wi H ik M & w(w =wtLap( 1)), H15HT7%
PrivateSVM i /& & -Z2 77 Ba A o SR, 1% 5V w11
B S R BRI &, 3R LRI
H15r2¥51 . 5 PrivateSVM AN, SCRR[69]3EH T
— Skt br ek HOM R 1532575 1 ObjectiveSVM,
EITERMAPE R AT Lap(b)r=EFENLE b,
SRIGHE b TIME) RS B fp(w) TS 2485 H bR e

B L (w) o RIEARG)E AT w .

H #R ObjectiveSVM 77 % o KK | T
PrivateSVM J5¥%, SR1M1Z 7 V5 BB A2 H bR g 21
AR B, B AR A R R DA ORORT
TUCRFAE ) H b R 3L

g b, PR ZESBRA T PSR ENL D AR
(ER A EL I BN, BT AL ) ) AL 202
REREAR . WEE oK, TS T2 H AR ek i SRR &
PURAE 42 00 B AR R L. R, afar s i@ A
(17, I HAeB8IE M T 2 50 H br s B RS pL] 2 R
KT T 17 o

® 6 ENRATEENNGIALR

IIHTER FER A F TR REH % MR

- WA W, TR B RS FRENMA LPLog™ , FM!' DPME!® FFEERAE, 2kt
B RZE AN KRR WiE s HEIF A S ObjectivePerb™ VA B
WA EEBANI USRI 2R SuLQ-based ID3™), DiffP-C4.5  &FhfEl Jq#:(E,

T giMe; KEPEERCE: SCULEIRE SVM M RBIS SHRECR IR % 161 DiffGen'*”, PrivateSVM*®, D3, C4.5 3%

ObjectiveSVM®! SCHE R

H RIS AT BL A kR o 2
BRERE S
itk HpheZEN A

KR SRR &N RERK
FUE Al R K R A Kbl

TFB" 5 SmartTrunc’®”

MPAT AR, BER
PrivBasis'**) A& HEHERSE.

RN B M R
PRI, SCHLf

BRI

RHRRE T HAEE ;s LHLEE
WERME: HEa M AR RY

Pk-means!®*! BRI, W
k-PE R

Pk-median”"!

B MZ SRR BRI LS, BdEizd 5
HLES 2 ST ORI T VF 2 Bl o B 78 AR #xt
i K B s 07, SO g TR FEIBORE
FrmlbbEL ik 6 s, MWK 6 iTLAEH, AR
IMTEREIRER A 25, B, BT ID3 1K
ELEET SVM ISR 5 LBl 1A 4T 5 Se L,
LTRSS BT, Z2RA T2
RIRFAAEIRZ A, i, B HrfGE H - E i
{7 B 1) H AR BRI 20 e A AN RS A K AR KAl
&, USRI T Iy K5

7 ERAIEG AR RS

HARE e S b i A AL FE Ay Oy AEAS B AU
HAEW. 55 WA AR B A TR 2N
TR MERTER. B, B ERAR T
Boost*!, NoiseFirst?”), Privelet®!. P-HPartition'*"
FEN T RERG I NG T B TSRS T
%143 77 Quad-Post™, kd-standard™., DiftPart™*,
AGPME Iy T W R AR ISR A
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XS RFA R B A W B ) R AT TEESR ST T
SRR, FESCRPAH R, XETTVERH
FE ) 71 %8 (Query workload)Z [A] R ZR PE IS HK . 13
AN IEETEHE T XFRCR, HH
DAt B 7% UMb B

* 7 RIaHIEE & 8 HIV+Eit
Ay #i4 HIV+ 4 HIV+it3
Alice A Yes A 3200
Bob B Yes B 1200
Carol C No C 4000

2 PEAT ) (Linear query) 261 7 FETE kR
q(D)y=wix;+woxa, ... Fwx,, FeH D={x, x,,..., x,} K
AN E, Bl 8 T HIVHiHEUn &
w BN A E . R 8 AT R 7HH
JEYE “Hug” AR HIVASi s . kst
—RAMEE W “EWMPTARIX ) HIVHEEL,
MNZE W] AR IR N g=xatxptxco

T 42 M 2 ) (1) 41t 5 AL 3 2 48 [F] I 42 58 2 N 2K
AW, Bl Q(D)Y={q1, q2, ..., Gn} - WHAITEZ53FEFA
PRI B Q MR KPR . B i A B 2= 2 )
T7EA FERENLHFRRRALE] . T AT TE XS P At
EACE T AT R HA L
7.1 ETiEREGIRIt EE 6

B QD)Y={q1, @2 -+ » G} » W O(DYFT LA IR K,
O(D)=WD, HH1 W,,., &7~ 2 ] 1 4 F (Workload
matrix). B3 TR R LS 1k O(D)Ra A
% B3N WD i, WaGE3)FR.

A(W,D)=WD+(A, /)" b (33)

Hr, b Lap()JE % m 45116 & .

S EERLEIT > TSR A AT R (Query plan) Al
oAb Sl 0T b B A AT SRS AL 38 . AL S A
T W AR M A TR A, A SRR RERE . AR
JEEET A VER D BN 25 B WA o SRk AT
flitt. ARG LRI

A(W,D)=WD+(A, /e)" WA'D (34)
o, AT=(AA)TA, AT A IEE.

HI A K@ T A i, R AL 2 U
NA, BT A, <A TZHLHI T K6 & H L

Do BEAh, ZMLHIF S T A 2 1A A ORI .
SCHRLS, 537381856 KR 73 fig 2z ML ] 7 26 F 1
FiRZBATAL, T SCER[781AN A Ay A M e
HIZMEF R AR AT F . BEORAE BRI AR M
FER TR BB, AR, AZALD0GE & /N
FIsE S AN B . I ELIZALHE W A R A
MR, R PS5 R HER P A 2 B AE D
MatyiI LS YRge HibESE
7.2 ETRBRANGH#EEIHLIE

HR[53]45 6 W R FRAE B (Low-rank matrix)
HIRE s, R TARBRALE R SGE RN LS FA Z .
ML S50 W =B Ly, #<min(m, n). 18

it L, BiE W IS HBUSYE A - R, O(D)=WD,

AT LARIRE Q(D)=BLD. 5738 hir e AL FAE R L
BN, ZALE B A EI S5 R LD N5 52 K
FALIR o

A(W,D)=B(LD+Lap(4, /) ) (35)

N1 B RE FERL P AR A AR B, A
BRAL T — ORISR 1 W SR A5 i SR
RN BA 2 RICSIOE L

Zr b, EIREEREDLE AR AR LS/ AL FE AL
BN H AL, FEFEYLE] B ER T
PR T, ARS8 B S A 5 7 AR AR 4
R ARFRHLHI R 5 18 T D8O R I, 1Ay
JE 2 B A R ORI o RLUEE, T KA A B
SEBRARSCHE A, vt H I A At A B L] R
K —AFRITIA .

8 MXMHARS

H A3 T 2 4 [RFA B B KA 5 o0 i KR &
RFHES 57, NIRRT RS>, BREMY
AR PINQUL A5 R K 24 GUPTPAILL K 4
TLRE TR Adravat™, DU ADSC W5
JIT ) Pioneer! 22 45, T~ 1 ot i DU ol J5 784 37 Y 2R e )
R AT A
8.1 ETXEXWHEEINRS

PINQULE fi L 45 & 22 43 B AL Se B S B AT 55
TR RS, %2 RGN T AR APT 201,
FF HARST i B R AR A join B LUK R T
SAESS. AR, HF PINQ bR {EAE R BHE
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HTEMEATE, XS SFEOE SRS I
FLE AR 2 . Pioneer!® 32 B I I AT #1104k 2%k
EERFRFATIRE IR . RO A CAamMN &S
YT E H A FE R BT R, R s
TSR M HR Bk HH e A% B B0 Bf I . 2 AT AR Y
PATTHRI . SR1, Pioneer 48 H 25 FE Ul a] M\ 24 i 1
PR T BEARA TR, TV A X >k 7 v 0 3 5l
HB T

82 ETIXEXAMBIESNASL

GUPTP? 3 L2 06f SCHR[641 85 H i - SR HE A
R AN RGN 7 BdE i . Hdai]
HE NIRRT = AEBOACEE 7 8 A
AE RSO Oy R B ot A B WA IR S5 . %
F G ot H s U ] 45 i HE 2 (Mandatory Access
Control: MAC)#iREIE LM FI %M. KRG
TRAEEE AN A P fe Be e 4 5 1O 2k, B 3t
BB RIS R IR HE I B L . 2 J5 GUPT F& &g
THE DT E PR RS FoR, 4 H LB i 45
Ro M EF T REIE HBERIE ZE RS
MEREEA WS, SR, R BKER 2 1) 70 Hr 55,
GUPT ZLHEFRAM TS EK L 4y, Rl L5y
VIERE N FER SO
8.3 HE-TFMapReduceHIBEDTRL

Airavat*'%5 4 MapReduce HHEHESE, 7E MAC
525 RBREAR M) R N M PR RE 5 b 4
Ro RGf#% MapReduce HEZLH Mapper #& A1) {5
1, TSRS AT 545 11 Reducer. 7E Mapper ¥ »
FIF MAC #=HIFTH key-value X HIMRESidFE; 7
Reducer iy, FIH & -2 5 BRFAXS 11 45 SIS N
BT SIS LRY . HHT Airavat RFIRHLERLE
SINTEE R, WA SCREEE T HAR 12 I8 FIAL 38 2% 2 AT
o3 HT. AN, ZRG TR BRI — € ) key-value
XF s PRIANIE B SR K AT SS 4T

SCHR[7714E T 255 B A R AL &R 45 ] A7 LE
B =By RSB BRRA U Bk A0 i Bk o
WAL ZIBBEHE RSB RS T HEHEE
B AR B 2R U AR 1 i i 2

ERL T i W7 2 o R N A e O P 1 5 W
HIX =R B b bk =R R Y R A R AL R
PER A, 3R 9 A T = Fh RGNS = Fh B 1
I, “Yes” Fnn] LAFIH, “No” HnTLikpifHl.
M 9 ATLLEH, PINQ RGX iR =il
1ETIR, Airavat A1 Pioneer {X fERT (L TAE X, 1

GUPT #HIREW R 1h1X =Fh it .
R =MRBRGREMHER

R RS REYE R A TR 2 ik T Sy
PINQ™! No No No
GupTH Yes Yes Yes
Airavat'™! No Yes No
Pioneer!’") No Yes No

9 BRESRE

FAT, 20 FRAAIRYIE & — AN B TE AUk,
TRZPRHE R R A R k. BORTESS 5 RIS 6
T, ERARTNEAAERA L, Sl TR AR
WHFLIT I, B R BATIA NS & i A 4R 1 7 iR I
FHAE— SR BA BE P AT 7T
9.1 FFIMETHHEIELBHR

CUA IR T SR 1 Bl S 2 1 R A 7 v R
T ERAS BRI R AT, R AR BN A AL
SR AIPRR o T 7 S B S FH A A0 5 o e [17] 3
AL, BN N 2 O T SARS Ji i
WHEBIE. Amazon 5 Flickr WG SR RS H
R S AR . TR A B B Ol 2 IR 55
WL AR E B A SERTHUR AR S S, B T
HEEE. X L(E BE a5 ARE MG
B Bl N3 HIV+, 27 H #6000 25, 2
e R 8w AR A, — 2R R
s b W95 A RFID 3R — %R
BB 0% 3K I (18] 5 2% 5040 A A A o R A
BRidsg). gia LR artr, FRATEE H LU ARk
W7 AR

(1) FEFHHE R B R R A

BARSCHR[27-28]4 X B A HHE 48 B B 7
MIRAGIR T JURRER M i, AT N, Ry
I E S BRI BT E R AT R
B2 00 L PRI A i i A T S e v 5 v 1 7 SR (1)
mgeit 11 A43-12 AR a0 HIVHiE ASCE).
H B A SCHR[48-49, 75108 T Qe & A1 B i 1)
MRGIHE R, X Pk TIERT B gh A0 52 {0,1}
SRR TR R, HRATI G THE BB
Z 2 BIHTIE] 1 A5 BARIX PR 7 15 BE IS X
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Background

Digital tehcniques have enabled many organizations to
easily collect large amounts of personal information, such as
transaction data, web search queries, etc. Publication and
analysis on such data can potentially provide enormous
opportunities for those organizations such as marketing, and
advertising. However, such data often involves sensitive
information that could breach individual privacy. Most of the
existing studies mainly depend on specific assumptions about
the background knowledge of the adversary, which may lead to
rather limited privacy protection.

Differential privacy has emerged as a new model that
provides of an

stong privacy guarantees independent

adversary's background knowledge, in general, which requires

the outcome of any analysis should not excessively rely on a
single user record. Therefore, no matter how much the
adversary knows about the other records in a database, the
adversary will be unable to guess whether the user opts-in or
opts-out the datbase.

In this paper, we give an overview of the stae-of-the-art
mechods for data publication and analysis with differential
privacy,

inlcuding histogram publication, indexing tree

publication, grid publication, frequent pattern mining,
regression analysis and classification, etc. We organize existing
works in terms of the interactive and non-interactive
framworks, and give an in depth analysis to the representative
methods. Finally, according to the inherent requirements of
data publication and analysis based on differential privacy, we
discuss data releases in terms of histogram and partition
techniques, analysis based on regression skills, and identify the
challenges and opportunities of future research in this field.

Differential privacy is still young research field that have
received a lot of concerns recent years. Before this paper, we
have studied this direction since 2012, and solved several
interesting problems. Related research papers are published in
DASFAA, Journal of Computer Research and Development,
WAIM.
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